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War constitutes, in the military sense, a violent reflection of state policies. We
rarely review a period of time during which we do not find one or more wars
that took place between conflicting parties for various reasons, some of which are
strategic, resulting from the pursuit of expansion by land and sea and the acquisition
of natural resources, and some may be for less important reasons such as border
disputes that develop into bloody battles.

SE
IALE

LIBANAISE

N°117 - July 2021

International humanitarian law
in the context of military operations

Either way, and whatever the causes of the fighting, human rights have remained
the focus of the concerned states and organizations, as they are a constant element
of civilization, and an essential pillar of human dignity, and they should not be
overlooked, compromised or subjected to indignities.

Governments and international institutions have found it necessary to set limits
that stop the uphill struggle, and as deterrents to preserve the rights of the weak,
injured and captured, to keep harm away from neutrals who are not involved in
fighting, and to reduce the extent of destruction and ruin. They are the foundations
that prevent a person from abandoning his humanity towards others even if they
are his enemies, and seek to limit war actions within military necessities, without
secking revenge and emotional violence.

In this context, international humanitarian law was developed as a response to
the above-mentioned requirements. It obliges states to take practical and legal
measures, such as enacting penal legislation to harmonize their national law in
line with international obligations. There are also provisions that define the work
of the International Fact-Finding Commission and the International Committee
of the Red Cross in the context of ensuring respect for the law and investigating
any violations, especially in our era and the rapid technological development it is
witnessing.

It is therefore necessary for us, as soldiers, to pay special attention to the
humanitarian aspect in every task we perform, and in every job we are assigned
to, because this is part of our legal obligation, and our respect for humanity and
our preservation its dignity. Rather, this principle applies to everyone who works
to develop new techniques, regardless of the field, because it is the commitment
to the principles of humanity that gives the effort the sublimity of the goal, and
contributes to expanding the distinguished realm of civilization.

Brigadier General Ali Kanso
Director of Orientation
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support in intrastate conflicts
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h Introduction

IE\ Empires had vanished, and so, too, had the
Cold War. Brower argues that the early years
of the twenty-first century bore little resemblance
to the earlier decade. He states that Communism
had disappeared from Europe and remade itself
in China into a political dictatorship promoting
capitalism. Also, the newly elected leaders of the
former communist states slowly adopted a liberal
democracy and restored free-market economies.
He sees that the Western societies had moved
in the half-century since the Second World War
into a new Industrial Revolution and new global
economy. Their living conditions were far different
from those relics of outdated industrial life left
behind by the communists™®.

Conflicts and wars create tremendous human

1- Brower, the World in the Twenticth Century: From Empires to Nations, 446.



costs for societies. They leave a negative impact on the social,
political, and economic development of the states involved.
Brower describes the twentieth century as a time of extreme
violence and upheaval. Revolutions and wars destroyed the
lives of millions of people throughout the world. Furthermore,
Brower describes the closing years of the twentieth century as a
period of ethnic conflicts so severe that they threatened the very
survival of some new nation-states. He argues and deducts that
the responsibility for these tragic events lay in large measure on
ambitious leaders determined to seize and hold power regardless
of the human consequences. He sees the world after the 2001
terrorist attacks and the 2003 Iraq war, as a very unstable and
violent place®.

On the opposite, these conflicts, and wars stimulated
grandiose projects and high expectations for a better life for
future generations. For Brower, destruction and creation are
inseparable themes of history®.

One of the main difficulties of conducting an effective
insurgency against a government in intrastate conflicts is the
asymmetry of the resources that the warring actors can efficiently
assemble. To compensate for disparities in resources, non-state
actors often undertake asymmetrical strategies such as irregular
warfare. However, to achieve victory, non-state actors will need
either to overpower the state or make the conflict extremely
costly for the incumbent government. External support
from third parties can help these non-state actors reduce the
asymmetry between themselves and the state. Even though non-
state actors might not get the high-end equipment and resources
the government has, but medicine, food, ammunition, small to
medium military arms, and eventually direct external military

2- Brower, The World in the Twentieth Century: From Empires to Nations, 447.

3- Daniel R Brower, The World in the Twentieth Century: From Empires to Nations. (Upper Saddle River, NJ:
Prentice Hall, 2002), 1.



support might complement local resource mobilization and lead
to a more fruitful insurgency™.

External support is the fruit of international relations and
diplomacy between state actors or between state and non-
state actors. International relations scholars have developed
a variety of models to understand insurgency and to plan a
good and effective counterinsurgency response. Dr. Gordon
H. McCormick, Chair of the Naval Postgraduate School
(NPS) Defense Analysis Department (DA), established in
1994 a Model of Insurgency and Counterinsurgency to frame
the information operations and the unconventional strategy
used by the state. The ‘Magic Diamond’ model developed by
McCormick has become the most respected model both in
the academic and military context. In his model, McCormick
develops a symmetrical assessment of the necessary actions for
both the state forces and the insurgents to succeed. To this
extent, the model can show how both the COIN forces and the
insurgent fail or succeed. The model’s principles and strategies
apply to both actors, thus the degree to which the actors follow
the model would have a direct relationship to the failure or
success of either the COIN force or the Insurgent.

In the McCormick's Model, the state and non-state actors use
the similar five available strategies: strategy 1, gain the support
of the local population; strategy 2, disturb the control of the
adversary over the control of the local population; strategy 3,
execute direct military actions against the adversary; strategy
4, gain external support from the international actors; and
finally, the strategy 5 interrupt the external support sent by the
international actors to the adversary. To succeed and win the
conflict, these strategies should be executed in order; Strategy
1, 2 then 3, and simultaneously strategy 4 then 5.

4- Adam Parente, 2015, The Impact of External Support on Intrastate Conflict. Clocks and Clouds 5 (1), http://
www.inquiriesjournal.com/a?id=1583



In this article, based on the quantitative analysis, results found
that some types of external support decrease the probability of
winning, I will emphasize the weakness of this model regarding
strategy 4 — external support from the international actors — and
then draw a better and enhanced model that will increase the
probability of winning for both actors. To reach the proposed
enhanced model, I will proceed as follows. First, I will talk about
the types of external support, then the data analysis results, after
[ will draw an S-shaped growth curve that represents the external
support in time and the probability of winning. Once I describe
the McCormick Magic Diamond, I will propose my enhanced
model.

Types of external support

Since the end of the Cold War, during intrastate conflicts,
external support has had a deep impact on the effectiveness of
many non-state actors. State support had an important role in
easing the political, logistical, and military actions of non-state
actors. Even when external support did not take a crucial part
in changing the outcome of the war, it has at least helped the
non-state actors survive and gain prominence during conflicts.
Even though states continue to be among the most active and
important external supporters of non-state actors, Diaspora,
refugees and other non-state actors also played a major role in
providing support to non-state actors in their fight in intrastate
conflicts. Nevertheless, in most cases, the range and scale of
assistance that is given are significantly less than that of states®.
In general, state supporters helped non-state actors sustain their
armed conflicts and develop their overall political, financial and
military capabilities. While these non-state actors were hardly
able to defeat organized militaries on the battleground, in some

5- Byman, Chalk, Hoffman, Rosenau, and Brannan, Trends in Outside Support for Insurgent Movements,
9-40.



cases, external state support at least aided them to deny the enemy
of their states of easy and quick triumphs. In other examples,
external support extended the conflict duration or increased the
likelihood of a political agreement that was more advantageous
to the non-state actors. Sometimes, external support has led non-
state actors to victory®.

In their book “State support for insurgencies”, RAND authors
contend that, when determining the effect of external support,
timing is critical. They also state that “Support is usually most
valuable early in a campaign when it can prove central in
establishing the insurgent group’s viability and thus enhancing
its longevity””. Since the logistic necessities are minimal or
modest at best to create an insurgency, even poor states can casily
case its development. However, ensuring insurgency’s success 1is
significantly more difficult to analyze and predict. Through the
provision of training, arms, sanctuary, and cash, the supporting
states have frequently taken an important part in increasing the
resilience of emergent groups. External support is crucial for
non-state actors especially when they face a powerful enemy. In
our research, we will use the types of external support defined
in the Uppsala Conflict Data Program Department of Peace and
Conflict Research (UCDP).

With a history of almost 40 years and one of the first data
collection projects for wars, UCDP is the world’s primary source
of data collection on conflicts. UCDP produces “high-quality
data, which are systematically collected, have global coverage,
are comparable across cases and countries, and have long time
series which are updated annually”®. Also, the program ofters
a distinctive supply of data and information for scholars and

6- Ibid.
7- Ibid.
8- Uppsala Conflict Data Program, Department of Peace and Conflict Research.



policymakers®. Continuously, UCDP updates and operates its
database on organized violence and armed conflicts, in which
information on many features of military armed war like conflict
resolution and conflict dynamics is presented. In the UCDP
definition, the external supporter is “a party providing external
support. The external supporter needs not to be otherwise
involved in any armed conflict; it can be a state government, a
Diaspora, a non-state rebel group, an organization such as an
NGO or IGO, a political party, a company, or a lobby group, or
even an individual”t%.

Based on the types of materials and items offered by the
external supporter, UCDP distinguishes between different kind
of external support, “troops as a secondary warring party, access
to military or intelligence infrastructure, access to territory,
weapons, material/logistics, training/expertise, intelligence
material, other forms of support, unknown support”™". In this
paper I will use the same type of support defined in UCDP.

Before discussing our first model “the external support S-shaped
model” — a model that represents external support in function of
time and the probability of winning — in the next section we will
summarize our data analysis findings regarding external support
and the probability of winning.

Data analysis

At present, as during the entire period since World War II,
Van Creveld sees that a handful of industrialized states detain
approximately four-fifths of the world’s military power. These
states spend in total four-fifths of all military funds. In 2017,
the entire world military spending augmented to reach $1739
billion with a growth of 1.1% from 2016"?. Also, in 2018, the

9- Ibid.
10- Ibid.
11-Ibid.
12- https://www.sipri.org/media/press-release/2018/global-military-spending-remains-high-17-trillion.
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overall military expenditures rose again 2.6% from 2017, to
reach a total of $1820 billion. Of the 195 countries in the world,
15 countries spend $1470 billion representing 80% of all the
military expenditures?.

Van Creveld argues that, on one hand, and since 1945, the
great majority of conflicts and wars have been low-intensity
conflicts. On the other hand, he argues that in terms of both
political results accomplished and casualties suftered, these
conflicts have been incomparably more significant than any
other™). Today, most conflicts and wars fall into the category
of intrastate conflicts. From the period of 1946 until 2014, the
UCDP recorded 259 conflicts™. Out of these 259 conflicts,
212 were intrastate wars between state actors (the government)
and non-state actors (the rebel) representing 82% of all the
conflicts, and 47 were interstate conflicts between state actors
representing 18%9).

In its 2016 yearbook publication, the Stockholm International
Peace Research Institute (SIPRI) states that in the intrastate
conflicts that occurred in the world since September 2001,
and the military interventions of external states have more
than doubled”. Additionally, SIPRI enunciates that, in recent
years, the tendency has been for increased troop support or
“boots on the ground”™. Depending on its practice, external
support may be a crucial variable in conflict outcomes: it often
prolongs the fighting, makes the conflict deadlier and leads to an
increase of the threats and challenges associated with reaching
a negotiated settlement. In intrastate conflict, supporting and

13- https://www.statista.com/statistics/262742/countries-with-the-highest-military-spending/.
14- Martin Van Creveld, Transformation of War (Riverside: Free Press, 1991), 25.

15- “Number of Conflicts, 1975-2016,” Uppsala Conflict Data Program, Department of Peace and Conflict
Research, http://ucdp.uu.se/.

16- Uppsala Conflict Data Program, Department of Peace and Conflict Research.
17- https://www.sipri.org/yearbook/2016/04.
18- Ibid.
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aiding the participants turn out to be cheap, and an effective
strategy to respond and reply to security concerns by distracting
and weakening the rival engaging in these conflicts if not by
squarely abolishing them.

The number of intrastate conflicts recorded by the UCDP that
experienced some type of external intervention supports the
SIPRI conclusion on interventions in intrastate conflicts. From
the 212 intrastate conflicts recorded by UCDP, 144 conflicts
have experienced some kind of external support from other
states (70% of all the intrastate conflicts). These types of external
support can vary from the direct participation of security and
military personnel to indirect forms of support, such as access
to intelligence infrastructure and material or material/logistics
support, economic/funding, sanctuary or training/expertise.
The study of external support in conflicts displays how types
of support have changed over time and how types of external
support actors receive, exemplify different kinds of conflict.

One will think that external supports increase the probability
of winning for the receiver of this support, others think that
external supports have a slight impact on the war outcome. To
answer the question which factors and specifically which types
of external support increase the probability of winning of actors
in intrastate conflicts, we undertook multiple statistical tests to
see which factors increase the outcome of wars. Using data from
the UCDP data bank, Polity IV dataset and World Bank dataset,
we applied several logistic regression models to analyze a set
of independent variables that affect the outcomes in intrastate
conflicts that occurred between 1991 and 2015. We applied three
statistical analysis studies to find which independent variables
influence the outcome of wars.

Based on the first statistical analysis results of the four
independentvariables, (peryear of the conflict), the total number
of fatalities in the conflicts that both parties endured, the number

12



of states actors sending external support to the non-state actor,
the duration of the conflict, the regime type (democracy or
not) of the state conducting the conflict — and the two control
variables (per year of the conflict) — the population number
of the country where the conflict is conducted, and the GDP
(gross domestic product) of the country, we found that, first, as
the total number of deaths increases, the probability that state
actors (governments) will win conflicts will decrease; second,
as the number of external actors supporting non-state actors
increases, the probability of the state winning will decrease;
third, as the duration of the conflict grows longer, the likelihood
of the state winning will decrease; fourth, as the number of
casualties increases, the probability of the state winning will
decrease; and, finally, even if the conflict duration increases, the
probability of a democratic state winning in intrastate conflicts
is higher than the probability of non-democratic state actors
winning.

Based on the second statistical analysis results of the nine
type of external support independent variables (per year of the
conflict) — troops as a secondary warring party, access to military
or intelligence infrastructure, access to territory, weapons,
material/logistics, training/expertise, funding/Economic and
intelligence material — we found that some types of external
support sent to non-state actors increase their probability of
winning against the state actors in intrastate conflicts, whereas,
others decrease their probability.

Last, like the second statistical analysis, we found that some
types of external support sent to states increase their probability
of winning against the non-state actors in intrastate conflicts,
whereas, others decrease their probability.

Summary, based on our quantitative study we confirm the
subsequent hypotheses:

13



1-  The increase in the total number of deaths in the conflict
decreases the probability of winning of state actors.

2-  The increase in the number of external supporters to the
non-state actors decreases the probability of winning of state
actors.

3- The longer the duration of the conflict also increases the
probability of the non-state actors winning.

4-  Democratic state actors have a higher probability of
winning against non-state actors than do non-democratic actors
in intrastate conflicts.

5- The increasing number of death in the conflict decreases
the probability of the democratic state actors winning but it
does not seem to affect the likelihood of non-democratic states
winning.

6- When the number of death is relatively small, democratic
states have a higher probability of winning than do non-
democratic, but when the number of death will increase non-
democratic states will have a higher probability of winning.

7-  Sending Troopsassecondarywarringto the rebels, materiel/
logistics support, funding/economic, intelligence material to help
the non-state actors in their fight against the state will increase
their probability of winning its war.

8- Allowing access to military or intelligence infrastructure/
joint operations or access to territory or providing training/
expertise to the non-state actors will decrease their probability of
winning its war.

9- Training the State forces will increase its probability of
winning its war.

10- Sending troops as a secondary warring party or providing
weapons or intelligence material in the conflicts to help the State
will decrease the probability of the state winning its war.

14



The external support S-shaped model

In this section, I will draw an S-shaped growth curve model
that represents the external support in time and correlates it to
the probability of winning. Before explaining this model, I will
define the S-shaped growth curve.

The S-shaped growth curve (sigmoid growth curve) is a pattern
of growth where initially the population density slowly increases
in a positive acceleration rate — phase I; then the curve rapidly
increases approaching an exponential growth rate — phase II;
then the curve declines in a negative acceleration phase until
it reaches a zero growth rate and the growth stabilizes — phase
HI®). The positive acceleration phase happens because of the
new environment. At the end of the curve, the slowing of the
rate of growth reflects, in this case, the fullness of the organism.
The ‘carrying capacity’ or the ‘saturation value’ (symbolized by
K) is the zero growth rate or the point of stabilization of the
environment. The value K denotes the threshold where the
upward curve begins to flatten and the growth to stabilize. This
model is produced when altering population numbers plotted
over time®). In my model, I will add another threshold that I will
call the ‘critical value’ symbolized by J. I will discuss this critical
value in the next paragraph.

Receiving external support in intrastate conflicts is crucial for
non-state actors winning. Alternatively, preventing these non-
state actors from receiving external support is also crucial for state
victory. Some scholars see external support as an important factor
in making the actors winning their wars. Others link conflict
duration to external support by stating that, when non-state
actors receive external support, it increases the conflict duration.
And few don’t see a link between external support and winning.

19- https://www.encyclopedia.com/earth-and-environment/ecology-and-environmentalism/environmental-
studies/s-shaped-growth-curve

20- Tbid.
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Given all that, and from the statistically significant results, I
can argue that: some types of supports increase the probability
of winning; however, to succeed in intrastate conflicts, time is
crucial for both actors; and trying to stop the external support
from reaching the ‘critical value’, J, is also the most important
issue.

Population
density +

Phase 111

Phase 11

Phase 1

Figure 28: S-shaped growth curve.

External support usually follows the pattern of the S-shaped
growth curve. At the beginning of the conflict, external support
afflux at a slow pace. This is due to many reasons, from lack of
cooperation, to lack of favorable ground, and to the control of the
ground by the state. In this phase, non-state actors are searching
for potential external supporters via their international relations.
All these reasons make the external support reach the non-state
actors at a low pace.

After the slow increasing pace, the external support will follow
an increased and rapidly exponential form. This happens mainly
because, in this phase, the ground is now suitable for external
support to reach the non-state groups. Non-state actors now
have a certain control on the ground that makes external support
reach them freely and easily. The international relations that
non-state actors have built-in phase I, now have flourished and
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external support from states or non-state actors begins to arrive.

In phase III, we see a decline in a negative acceleration until the
external support reaches a zero growth rate until it stabilizes. This
decline in the growth rate represents the increasing environmental
resistance that becomes proportionately more important at higher
population densities. Environmental resistance is “The total sum
of the environmental limiting factors, both biotic and abiotic,
which together act to prevent the biotic potential of an organism
from being realized”®. In our research, such factors include the
availability of external support for the non-state actors (e.g. food,
money, weapon...). Now, non-state actors have reached the
saturation capacity in external supports, and they cannot handle
more incoming supports due to their relatively small organization
and they do not need more because of their superiority on the
ground.

For the state to win, it should prevent the external support to
the non-state actors to reach the | threshold level. If the state
achieves to do that, the likelihood of the non-state actors to win
will be minimal. On the contrary, if the external support reaches
the K threshold level, the likelihood of the non-state actors to win
will be maximal. Otherwise, the external support will increase
the conflict duration, and will not give the non-state actors the
superiority to win the conflict.

Business Dictionary defines equilibrium as a “State of stable
conditions in which all significant factors remain more or less
constant over a period, and there is little or no inherent tendency
for change. For example, a market is said to be in equilibrium if
the amount of goods that buyers wish to buy at the current price
is matched by the amount the sellers want to sell at that price.
Also called steady state”.

In this paper, we will refer to external support equilibrium to be

21- Environmental resistance, A Dictionary of Ecology, Encyclopedia.com. (June 5, 2019). https:/www.
encyclopedia.com/science/dictionaries-thesauruses-pictures-and-press-releases/environmental-resistance.
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in equilibrium when the amount of external support that non-
state actors need is matched by the amount it receives. In phase
I, the model will not be in equilibrium because the amount of
external support needed by the non-state actors will be less than
the amount of support received. In phase II, the model will also
not be in equilibrium because the amount of external support
needed by the non-state actors is more than the amount of support
received. Only in phase III, the model will be in equilibrium
because the amount of external support needed by the non-state
actors will be equal to the amount of support received.

All this will let us draw our model regarding external support
in time and the probability of winning of non-state actors in
intrastate conflicts.

Sliding
window

Sliding
window

Time

Figure 29: External support in Time and the probability of winning.

Pattern 1: if the external support reaches the ‘saturation value’
threshold, the probability of winning of the actors receiving the
external support will be high and they will have the superiority
of winning. After this threshold, the actors receiving the support
will have sufficient support that they can have superiority in the
conflict.
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Pattern 2: if after a certain time the external support surpasses
the ‘critical value’ but does not reach the ‘saturation value’, the
external support will extend the conflict duration and the conflict
will grow longer.

Pattern 3: if the external support does not reach the ‘critical
value’, the probability of winning for the actors receiving these
supports will be minimal. Below this threshold, the actors
receiving the support will not have sufficient support that will
give them superiority in the conflict.

McCormick Magic Diamond Model

Dr. Gordon H. McCormick, advanced in 1994 his ‘Magic
Diamond’ model to frame the information operations and the
unconventional strategy to be used by the state. McCormick’s
Model of Insurgency and Counterinsurgency also referred to
as the ‘Magic Diamond’, is an analytical model that analyzes
the conflicts between the government and non-state actors.
In his model, McCormick takes into account four actors: the
state, the counter state or insurgency, the population and the
international actors®?.

McCormick defines the first element in his model as ‘the
state’. The state is the incumbent government that is required
to fight the insurgent. The second actor is ‘the counter state’ or
‘insurgency’. This actor mainly involves the insurgent rebel that
contests the status quo of the state. These non-state actors also
may involve individuals, groups or organizations that actively
or even passively fight alongside the rebel force to repel the
military operations of the state. One of the key goals of the
non-state actors is to defeat the incumbent regime to establish
a new government. The third actor that McCormick defines is
‘the population’. This actor consists of all the non-combatant
individuals that live in the state and who have the means to

22- Gordon McCormick, Seminar in Guerrilla Warfare class notes (Naval Postgraduate School, summer 2017).
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support either side (the state actor or the non-state actor). The
fourth actor defined by McCormick is ‘the international actors’.
According to McCormick, these actors are the international
organizations, external states, or Non-Governmental actors
(non-state supporter actors) that are directly or indirectly
involved in the conflict by taking sides and sending support to
either the state or non-state actors.

In the era of transnational and global economic welfares
where the state and the rebel generally obtain external support
from the international actors, the McCormick model visualizes
intrastate conflict as a correlation between two interdependent
dynamic systems — one characterized by the state actor and the
other by the non-state actor or insurgents. This interactive
action between these actors is a zero-sum game to control
both the political space and the local population. In this model,
both state and non-state actors try to gain the control and the
support of the local population while denying the opponent the
same advantage. The struggle among these actors is a dynamic
process that occurs within the existing geopolitical, cultural,
social and economic contexts. Nonetheless, the predominant
settings that rule this asymmetric war between the state non-
state actors are: the state always starts the conflicts with a major
force advantage over the insurgents; instead, the insurgents
have an information advantage over most state actors.

The information advantage of the insurgents lies in their
ability to continuously gather information on the government
and use it as propaganda. Because most of the governmental
buildings and infrastructures are well known, the insurgents
can casily see the government. On the contrary, because
usually the insurgent will be hidden, it is almost impossible
for the government to see them. By exploiting its information
warfare capabilities, the insurgents can easily level the force’s
disadvantage. Thus, the main challenge of the government, if
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it wants to increase its winning probability, is to transform its
force advantage into an information advantage. However, the
rebels are in a much superior situation to control the assisted
preferences of the local population because the insurgents are
entrenched amid the population and know them better than
the state. Rather than the objective degree of communication
with the local population that most state actors seek to have,
embedding permits the rebels to create better communication
with them.

Operational strategies for warring actors

In McCormick's model, the correlation between the state and
non-state actors is such, individual actions can have multiple
eftects on each other. Therefore, numerous strategies and
tactics may be derived from the McCormick Model. As briefly
described in the introduction, the different operational strategies
on McCormick's model of insurgency are represented in the
figure below by arrows and numbers. In the model, the same
five strategies are available for both actors: strategy 1, gain the
support of the local populace; strategy 2, disrupt the control of
the opponent over the local population; strategy 3, take direct
action against the adversary; strategy 4, work on gaining the
support of the external supporter; strategy 5, disrupt the support
of the external supporter for the opponent. To succeed these
strategies should be executed in order; Strategy 1, 2 then 3, and
simultaneously strategy 4 then 5.

Strategy 1: Gain the support of the local population

Gaining the support of the local populace is a primary element
in intrastate conflicts against the opponent. The support of the
population assists the state actor to obtain information and insight
about the rebel and its actions. The local population inadvertently
supports the insurgency when it does not provide the regime
with information about the rebel. The absence of adequate and
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proper information about the rebels touches directly the ability
of the state to quickly reply to their menace. Nevertheless, when
the population collaborates with the state, by providing vital
information about the rebels, for example, the state will be better
prepared to fight these non-state actors. Therefore, to effectively
counter an insurgency, it is in the state’s greatest interest to gain
the support of the local population. Dr. McCormick states, “no
matter how weak the state is, with appropriate information it can
destroy the insurgency”®).

Also for the rebels, the local population characterizes a valuable
benefit. In addition to providing valuable information about
the states and their activities, the population supplies the rebels
with economic resources and weapons. Most considerably, by
allowing the rebels to mix with the local population and the
possibility to hide from the counteractions of the incumbent
government, the population’s support offers to these non-state
actors a vigorous environment. The correlation between the
population and the rebel is so special that McCormick sees that
“any part of the population not controlled by the government is
likely to be controlled by insurgents”?. While the state looks to
gain popular support, the insurgency, on the contrary, expects to
gain force multipliers. Based on the feedback acquired from the
communication with the population, the actions of the warring
actors towards the local populace are subject to continuous
alterations. Eventually for the warring actors, gaining the support
of the local populace is the foremost decisive and significant
element to win in intrastate conflicts.

To gain the support of the population, many tools can be used.
From propaganda and the use of mass media to bribe the locals
are an example of the important tool actors can use to achieving
this step.

23- McCormick, Seminar in Guerrilla Warfare class notes.
24-Tbid
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Strategy 2: Disrupt the control of the opponent over the
population

Because the population’s support is vital in defeating the
opponent, oppressing the link of the adversary with the local
population is a primary goal throughout the conflict for the state
and the non-state actors. To accomplish this and delegitimize
the adversary’s authority, both the warring actors continuously
attempt to break the adversary’s relationship with the local
populace. Consequently, it is crucial for both actors to gain and
preserve a certain level of legitimacy and be able to win the
sympathy of the populace.

Strategy 3: Direct action

Ultimately, after that the two adversaries have gained strength,
gathered information about each other, and gain support from
the local population, they are now capable of launching direct
attacks against each other. These direct attacks aim to disturb
the opponent’s military actions, capture or destroy troops, and
weaken the motivation of the enemy to continue fighting, in
sum to win. Still, the support of the local population remains
the key factor for both actors to win.

Strategy 4: Compete for the favor of external supporters

In this context, the conflict to gain the support of external
actors is also vital for the state and the non-state actors. As a
result, both adversaries are continuously attempting to legitimize
their situations to maintain and gain support from external
actors. Based upon the reaction and feedback acquired from
the interaction with the external actors, the tactic of competing
for support from the international community is also subject to
regular alteration.
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Strategy 5: Disrupt the support from external supporters
to the opponent

When external actors are involved amid the state and the rebels
in intrastate conflicts, it is crucial for both parties to delegitimize
their opponents in the eyes of the international community to
deprive them of external support. External support is crucial for
the state and the rebels in this zero-sum game: it affects directly
the outcome of wars. Again, the tactic of disrupting support
from the international community continuously depends on the
continuous feedback acquired from the interaction with external
actors.

Population

Insurgent . > COIN
Force 3 Force

External
Supporter

Figure 30: McCormick Magic Diamond.

A Model for winning wars: the Pentagon Diamond

The McCormick Magic Diamond has a main weakness: The
weakness that appears in the model resides in the fact that
McCormick did not take into consideration that some type of
support may affect differently the outcome of wars. There are
two types of support: supports that have a negative impact by
lowering the probability of winning, and support that have a
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positive impact on the outcome of the war by increasing the
probability of winning. Based on the number of conflicts that
happened since 1991, and the statistical analysis results of
these data, two types of support appear to affect differently the
outcome of wars. On one hand, some types of external support
to the actors affect positively the outcome of war meaning that
it increases the probability of winning. On the other hand, some
other types of external support aftect negatively the outcome of
war meaning that it decreases the probability of winning.

Based on this finding, strategy 5 has to be updated, and a new
strategy has to be added. In strategy 5 — disrupt the support
from external supporters to the opponent — McCormick
concludes that when external actors are involved in intrastate
conflicts between the government and the rebels, it is crucial
for the warring parties to “delegitimize their respective enemy
in the eyes of the international community to deprive it of
its support”®). He adds by saying, “External support is a very
significant factor for the state and the insurgency in this zero-

sum game: it affects directly the outcome of wars”@.

Nevertheless, based on the statistical finding, I can argue
that: regarding his saying that it is crucial for the warring
parties to “delegitimize their respective enemy in the eyes of
the international community to deprive it of its support”@”,
McCormick did not take into account that for some type of
external support, it would be better not to delegitimize but to
emphasize and to encourage some types of the support received
by their respective opponent in the eyes of the international
community and the local population because they have a
negative impact on the war. Also, in the second statement of
McCormick that external support is a very important factor for

25- Ibid.
26- Ibid.
27- Ibid.
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the state and the rebels in this zero-sum game and it affects
directly the outcome of wars, our statistical analysis showed
that some external support aftects positively the outcome of
wars and other affect it negatively.

This will make us update the McCormick model by splitting
strategy 5 into two strategies: strategy 5 and 6. In strategy 5,
we have to define what we have to delegitimize in the eyes of
the international community and the local population only the
type of support that has a positive impact on the war outcome
and increases the probability of winning of the actors. On
the opposite, in the new strategy 6, we have to define that we
have to ‘emphasis’, ‘encourage’ and ‘qualify’ in the eyes of the
international community and the local population the type of
support that have a negative impact on the war outcome and
decreases the probability of winning of the actors.
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Figure 30: McCormick Magic Diamond.

26



Conclusion

To understand the future, study the past. The State is
somewhat a recent creation, and its rise indeed to governance
i1s a unique purpose for calling ours the ‘modern’ age. Van
Creveld asked an inquiry as to what upcoming civilizations
will go to war for is virtually immaterial. He concludes that it
1s just not right that war is not entirely a ‘means to an end’, nor
that societies essentially fight to reach this or that objective.
Actually, he claims that the opposite is true. Van Creveld
concludes that societies frequently adopt one objective or
another to fight. Although the usefulness of war as a way for
achieving practical ends can be questioned, its capability to
fascinate, inspire and entertain has never been in doubt®). Van
Creveld also concludes that an important way in which people
can attain happiness, joy, freedom and even ecstasy, is by not
remaining home with their wife and family, even to the point
where, often enough, they are only too pleased to give up their
dearest and nearest in service of war®?.

Kenneth Waltz sees that Humans will continue to fight
wars; he said, “If one asks whether we can now have peace
where in the past there has been war, the answers are most

”G% Therefore, to win wars, it is essential to

often pessimistic
discover and better understand what affects the outcomes of
wars. In this paper, I have studied the effect of external support

on conflict outcome and drew two models for external support.

Because we are in the era of modern warfare, and because
the defense communities are challenged with asymmetric
warfare, the wider implications may be studied in future

28-Van Creveld, Transformation of War, 226.
29- Ibid.

30- Kenneth Waltz, Man, the State, and War: A Theoretical Analysis (New York: Columbia University
Press, 1959), 1.
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research. Understanding the mechanics of asymmetric warfare
is essential for success in a war where external support plays
a crucial role. In principle, from such theoretical knowledge
of asymmetric warfare, both sides can benefit the relatively
stronger and relatively weaker one.

In this paper, we drew two models that can affect the outcome
of the war in intrastate conflicts. The first model is an S-shaped
growth curve model that represents the external support in
time and the probability of winning. This model characterizes
how external support increases the likelihood of winning wars
when it reaches the saturation level and how it decreases when
it does not reach the critical level. Secondly, we emphasized
the weakness of the McCormick model regarding strategy 5 —
external support from the international actors — and then drew
a better and enhanced model that will increase the probability
of winning for both actors.

In the enhanced model, we updated strategy 5 by stating that
what we have to delegitimize in the eyes of the international
community and the local population only the type of support
that has a positive impact on the conflict outcome and increases
the probability of winning of the actors. Furthermore, we added
a new strategy, strategy 6, stating that we have to ‘emphasis’,
‘encourage’ and ‘qualify’ in the eyes of the international
community and the local population the type of support that
has a negative impact on the conflict outcome and decreases
the probability of winning of the actors.

The McCormick Magic Diamond has a main weakness: the
one that appears resides in that the type of support may affect
the outcome of wars differently. There are two types of support:
types of support that increase the probability of winning and
types of support that decrease it. Based on the data and the
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statistical analysis these types may affect positively or negatively
the outcome of the wars. In this article, we addressed the gap
in the arena of conflict outcomes by studying ways to increase
the probability of winning in intrastate conflicts by choosing
proper types of external supports. To reach a finding, we used
a statistical analysis approach on the intrastate conflicts that
occurred since 1991.

To study the strategy of external support, we started by
enlightening how and why external actors get involved in
conflicts. By including timing into the analytical structure, we
provided more suggestions about decisions on when to send
support and what the opponent should do to win the war. I
found that to win in intrastate conflicts, the adversary should
stop the afflux of external support before it reaches a certain

threshold.

When thestrategic interests of their “protégé” are at risk,
external supporters tend to rapidly undertake biased and
unilateral interventions. So, when intrastate conflicts threatened
their critical interests, supporters will likely use violent methods.

However, common interests of the supporting states may on
the opposite ease a concession between them for multilateral
intervention to reach a peace deal. Furthermore, the statistical
results showed that certain types of support are likely to be
more beneficial to the actors than others, but even if they are
not properly used they tend to backfire on the beneficiary.
Motivated by shared interest with their “protégé”, external
supporters try to affect the outcome and duration of intrastate
conflicts. To do so, external supporters attempt to favorably
alter the balance of power to generate a quick success for
their ally by sending them more support. Therefore, external
support will likely reduce the force disadvantage gap between
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the rebel and the government on one hand, and external support
may reduce the information disadvantage gap between the
government and the rebel on the other hand.

Why do external supporters fail to accomplish their best
outcome? While external supporters consider the efficiency of
sending support to their supporters who do not have enough
resources to win on their own, on the contrary, this may provoke
a backlash from the opponent and the local population, thus
involuntarily serving the opposing actor to increase its power.
Therefore, I updated the McCormick Model so it captures
the selective support that may initiate a backfire effect. The
simulation results of the statistical study of intrastate conflicts
made me conclude that while some type of support enables one
actor to win, others may backfire and makes it difficult for the
actor to be a dominant control, thereby leading to a defeat or
military stalemate and thus prolonging the conflict.
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k Introduction

IE\ L’'un des paradoxes les plus marquants de

la comparaison entre la crise économique
actuelle au Liban et celle que le pays du Cedre
a connu dans les années quatre-vingt est que les
mémes raisons qui avaient auparavant abouti 2
la dollarisation conduisent aujourd’hui a la de-
dollarisation... Plusieurs facteurs sont les mémes
comme la détérioration de la situation des Finances
Publiques et de la balance des paiements, la perte de
la stabilité du taux de change et le déclenchement
de T'hyperinflation... Toutefois, d’autres facteurs
s’ajoutent aujourd’hui dont notamment le défaut de
paiement de la dette publique en devises étranggres,
les pertes subies par le systeme bancaire fortement
impliqué dans le financement public et I'épuisement
des réserves en devises de la Banque Centrale du
Liban (BDL) et sa capacité d’intervention sur le
marché de change...
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La crise actuelle dont I’éclatement a commencé en septembre
2019 avec les premicres restrictions aux retraits en devises
¢trangeres des dépdts bancaires, semble beaucoup plus
compliquée que celle des années quatre-vingt avec I’'interaction
entre les sphéres budgétaires et monétaires par I'implication
de la Banque Centrale dans le financement de leurs déficits
et I'implication de I'ensemble du systéme bancaire dans le
financement de I’endettement public aussi bien pour la dette
en livre libanaise qu’une partie important de la dette publique
en dollar américain sous forme d’eurobonds, en plus de
I'implication des banques commerciales dans le renflouement
desréserves en devises de la Banque Centrale par achat continu
de ses Certificats de Dépots en devises étrangeres.

A partir de 13, il s’avére indispensable d’approfondir de maniére
détaillée les diftérents facteurs déclenchant la crise budgétaire-
monétaire-bancaire généralisée au Liban et de savoir I'impact de
chacun sur les différents acteurs économiques. D’ot1 la question
principale serait quels sont les déterminants majeurs de la crise
économique actuelle au Liban? Et comment ceci s’explique-t-
il par les choix des acteurs concernés en matiére de politique
budgétaire, monétaire et bancaire? Les réponses nécessitent
d’étudier dans un premier temps I'effet de I'insoutenabilité de
la dette publique et I'implication du syst¢me bancaire (BDL et
banques commerciales) dans son financement surtout 3 travers
«les ingénieries financicres». Ensuite, on ¢tudiera dans un
deuxieme temps I'impact de la dollarisation dans ’aggravation
de la crise notamment par la pénurie de billets en dollar
américain et les facteurs qui conduisait a son irréversibilité en
matiére d’inertie et de différentiels de taux d’intéréts. Enfin,
nous aborderons le role des déficits de la Balance des paiements
dans I’éclatement de la crise...

34



1. Contexte du Liban avant le déclenchement de
la crise de 2019:

A la veille de I’éclatement de la crise économique en Octobre
2019, le Liban était en troisi¢me position mondiale en matiére
de ratio dette publique/PIB avant d’annoncer en mars 2020 son
défaut de paiement de sa dette publique en devises étrangeres
détenue a moitié par des résidents (Banque du Liban et banques
commerciales). L’effondrement du systeme se traduit par une
incapacité de retraits de dollars des dépots bancaires, sans voter
une loi de «controle de capitaux», et une chute incontrdlable du
taux de change sur le marché paralléle malgré I'application d’un
régime d’ancrage du taux de change depuis 1997 dans un pays
a taux de dollarisation élevé de 76%" sous I'etfet du souvenir
de I'hyperinflation et de la crise des années quatre-vingt de la

période de guerre de 1975-1990.

Depuis 2011, le ratio de la dette publique/PIB est en hausse
continue, la situation des Finances Publiques en nette
dégradation et le taux de croissance économique en chute de
8% en 2010 a moins de 1% fin 2011 'année du grand tournant
pour les différents indicateurs économiques. Le ratio de la
dette publique qui avait diminué de 180% en 2006 a 138% en
2011 reprend a fin 2019 se rapproche de nouveau du seuil de
180%@:

La note souveraine du Liban se dégradait aupres des agences
internationales de notation avec 'accumulation d’un déficit
remarquable de la balance des paiements depuis 2011 et une
diminution continue de ses réserves en devises indispensables
pour défendre I'ancrage de son taux de change.

1-  Lebanon, Banque du Liban OVERVIEW OF THE RECENT MONETARY, BANKING, AND FINANCIAL
DEVELOPMENTS IN LEBANON, (2019), https://bdl.gov.lb/pages/index/1/119/Monetary-Overview.html.

2- Lebanese Governement Reform Program, *“ Consequently, the public debt increased to unsustainable levels,
rising from 131% of GDP in 2012 to an estimate of 176% of GDP at end-2019. With interest payments alone
accounting for c. 50% of government revenues in 2019, the fiscal accounts are stretched too thin to pursue
productivity enhancing social and infrastructure investment”, 2020.
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Les détenteurs des euro-obligations s’attendaient a 'annonce
du défaut de paiement de I’Etat libanais sur le total de la dette en
devises, qui est aujourd’hui de 'ordre de 36 milliards USD dont

la moitié est détenue par les banques commerciales libanaises et
la BDL.

La BDL s’est trouvée contrainte de souscrire en méme temps
a la plus grande part des bons du Trésor a des taux d’intérét
faibles pour alléger le poids de la dette publique dont la part
en devises étrangeres était en augmentation continue avec
I’émission d’euro-obligations qu’elle cherchait a revendre aux
banques commerciales par des «ingénieries financiéres» visant a
renflouer de maniére continue ses réserves en devises étrangeres
pour préserver sa marge d’intervention sur le marché de change
et la poursuite de 'ancrage du taux de change qui s’avérait la
stratégie la plus efficace de maitrise de la stabilité du pouvoir
d’achat vu I'inertie de la dollarisation méme apres plus de 22
ans de stabilisation du taux de change.

L’implication du secteur bancaire dans ses politiques le conduit
a augmenter de maniére surdimensionnée son taux d’exposition
au secteur public aussi bien par la souscription aux bons du
Trésor en LBP et en USD que par I'achat des Certificats de
Dépots de la BDL en USD évaluée par Bloomberg de 'ordre de
52.2 milliards USD qu’il faudrait ajouter a pres de 17.5 milliards
USD de réserves obligatoires sur leurs dépots en devises, soit
pres de 70 milliards pour un total de dépdts en devises qui était
de 'ordre de 120 milliards USD.

Reinhardt, Rogoft et Savastano (2003)® expliquent que
I'intérét manifesté pour la dette externe des pays émergents est
liée a la difficulté d’assurer le financement de leurs déficits par
le biais du marché intérieur, ils recourent donc a 1’émission
d’eurobonds pour obtenir des financements sur les marchés

3- Reinhart, C., Rogoff, K. et Savastano, M. « Debt intolerance », IMF, Brookings papers on economic activity,
[2003].

36



internationaux. Les eurobonds sont généralement 3 taux
d’intérét plus faible que les taux d’intérét sur les bons de Trésor
en monnaie nationale (vue la diftérence de la prime de risque)
ce qui favorise la réduction du service de la dette de ses pays.

En parallele, plus le risque de non-remboursement augmente
aux yeux des agences internationales de notation (Fitch,
Moody’s et Standard & Poor’s), plus la note souveraine accordée
aux euro-obligations libanaises se dégradait, exigeant une
hausse davantage des taux d’intérét pour convaincre les futurs
créanciers de souscrire aux nouvelles émissions, contribuant a
un schéma connu par Ponzi en parallele avec le maintien de
Ieftet de cliquet de la dollarisation et le cumul des déficits de
la balance des paiements du Liban depuis le déclenchement de
la crise en Syrie en 2011 ce qui se traduisait par une sortie nette
annuelle de devises du pays limitant les marges de manceuvre

de la BDL.

2. Insoutenabilité de la dette publique, schéma
Ponzi et «ingénieries financieres»:

Depuis 2011, le ratio de la dette publique/PIB est en hausse
continue pour dépasser 176% a fin 2019 avec une chute libre du
taux de croissance économique de 8% en 2010 a moins de 1%
fin 2019. Sachant que les «critéres de Maastricht» concernant
les finances publiques déterminent les plafonds de 3% pour le
déficit public/PIB et de 60% la dette publique/PIB®. Sachant
que Blanchard (1990)® appelle au calcul de 'excédent primaire
nécessaire a la stabilisation du ratio Dette Publique/PIB. La
différence entre cet excédent primaire cible et I'excédent
primaire réalisé représente I’écart d’ajustement budgétaire.

4- Banque de France, « La Dette publique », mars 2019.

5-  Blanchard OJ. Suggestions for a new set of fiscal indicators, OECD Economics Department, [1990], Working
Paper, No 79.
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Blinder et Solow (1973) et Buiter et Tobin [1976]© ont été les
premiers a mettre en évidence qu'un financement par emprunt
des déficits budgétaires pouvait rendre I’Etat insolvable a long
terme étant donné que l'accroissement courant de la dette
publique suscite une augmentation future de la charge des intéréts
a payer, qui accroit le déficit budgétaire et exige un accroissement
ultérieur de ladette publique... Ils proposent de stériliser la charge
de la dette en cas de financement par emprunt par le maintien du
gouvernement constante la somme des dépenses publiques et des
intéréts a payer. Toutefois, dans un contexte de dette publique
¢levée et croissante et de ralentissement conjoncturel, tel que le
cas du Liban, une telle stérilisation s’avere difficile a appliquer.
Une solution alternative proposée consisterait 3 accommoder
une partie des déficits par la politique monétaire. Le degré
d’accommodation en question a également des implications en
ce qui concerne les propositions monétaristes.

6- Blinder et Solow, « Does fiscal policy matter?”, Journal of Political Economy, Vol. 81,No. 6, décembre 1973, et
Buiter et Tobin [1976], «Long run effects of fiscal and monetary policy on aggregate demand”, in J. Stein (ed.),
Monetarism North Holland, 1976, p. 273-309.
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Les articles de Sargent et Wallace (1981) permettent de bien
expliquer le cas du Liban mettant en évidence que les propositions
monétaristes ne garantissent pas la préservation de 'économie
des tensions hyper inflationnistes.

Calvo (1988)") montre que I'incitation aux surprises d’inflation
s’accroit avec le montant de la dette publique. Dans cette
optique, la dette publique peut confronter tout engagement anti-
inflationniste 3 des problémes de crédibilité; il s’agira d’étudier
la crédibilité du policy-mix et non seulement la crédibilité de la
politique monétaire.

De leur part, les nouveaux classiques Sargent et Wallace (1981)
ont mis en évidence que méme si la Banque Centrale controle
strictement le taux de croissance de la masse monétaire a court
terme, un endettement croissant de I’Etat peut provoquer des
anticipations de monétisation, donc d’inflation, a plus long terme.
Cesanticipationsvontalorsalimenterles tensionsinflationnistes et

7-  Calvo G, “Servicing the public debt: the role of expectations”, American Economic Review, Vol 1978, 1988, p.
179-194.
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se traduire par une augmentation et une accélération de I'inflation,
ce qui représente une des approches les plus appropriées au cas
du Liban dans la période récente, a partir des années quatre-
vingt-dix et Paccroissement de I'endettement public durant la
période d’apres-guerre. D’oti 'on congoit que 'inflation dépend
de maniere cruciale des apports entre la politique monétaire et la
politique budgétaire, et non seulement de la politique monétaire.

2.1. Criteres de soutenabilité de la dette publique et du
seigneuriage

Au Liban la dette externe fait référence a la dette en devises
étrangeres (euro-obligations) quoique détenue en grande partie
par des résidents, notamment la BDL et banques commerciales.
De méme la dette interne représente au Liban la dette en Bons de
Trésor en livre libanaise (mais comme c’est en monnaie nationale,
les souscripteurs sont majoritairement résidents quoique rien
n’interdit les non-résidents de les acheter). Le graphe ci-dessous
montre amortissement qui était prévue pour la dette publique
(montant principal et intéréts sur la dette) en livre libanaise et en
devises étrangeres. La période 2020-2024 est la période sur
laquelle portera le Plan de Restructuration proposé par le
gouvernement pour la restructuration de la dette qui sera
développée dans la troisiéme partie.

AMORTIZATION PROFILE

Aggregate Debt Amortization
(as of end-December 20189)

(US$ milion)

Source: Rapport trimestriel du Ministére des Finances, No. 51, Q 4 2019, http://www.finance.gov.lb/en-us/Finance/
PublicDebt/DebtReports/Documents/Debt%20&%20Debt%20Markets %20QIV %202019.pdf
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Reinhart, Rogoftf et Savastano (2003)® expliquent que I'intérét
manifesté pour la dette externe des pays émergents est liée a la
difficulté d’assurer le financement de leurs déficits par le biais
du marché intérieur, ils recourent donc a L’émission d’euro-
obligations pour obtenir des financements sur les marchés
internationaux. De plus, I’émission d’euro-obligations se fait
généralement 2 taux d’intérét plus faible que les taux d’intérét
sur les bons de Trésor en monnaie nationale (vue la différence
de la prime de risque) ce qui favorise la réduction du service
de la dette de ses pays. Le taux d’intérét sur les obligations
émises en dollars américains est généralement inférieur au taux
d’intérét sur les obligations du Trésor en monnaie nationale,
vue la prime de risque plus élevée (risque de change supérieur
au risque pays). A noter que les pays émergents qui recourent
a augmenter leur part de dette en devises pour réduire le
cotit du service de la dette et assurer des souscripteurs des
marchés étrangers, comme le Liban, ne sont pas facilement en
mesure d’attirer le dollar, surtout s’ils sont des pays fortement
importateurs... [ls devront donc constamment attirer des afflux
de devises afin qu’ils puissent régler leurs dettes extérieures
en se basant sur le tourisme et Dattrait des capitaux et des
investissements étrangers, au moins, de leurs expatriés.

Par conséquent, les agences de notation internationales
surveillent souvent le risque de défaut, de sorte que I’évaluation
de la notation souveraine des pays et des contrats en euro-
obligations prévoient toujours des mesures préventives et une
sanction contre ce risque... Bien str, plus le risque pouvoir
rembourser est élevé, plus la note souveraine accordée par les
agences internationales de notation se dégrade, et ceci exige
une hausse davantage des taux d’intérét pour convaincre les
futurs créanciers de souscrire aux nouveaux Bons de Trésor

8- Reinhart, C., Rogoff, K. et Savastano, M., « Debt intolerance », IMF, Brookings papers on economic
activity,[2003].
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et euro-obligations. En d’autres termes, dans le cas libanais,
la classification des banques est en baisse, celles-ci étant le
principal porteur de ces obligations.

2.2. L’impact de la crise budgétaire souveraine sur le
systeme bancaire

Labye A (2015)® souligne qu’un défaut de paiement d’un Etat
peut alors avoir un impact majeur sur la santé financiére d’un
ou de plusieurs établissements de crédit et générer un risque
systémique pouvant déboucher sur une crise du méme nom.

Kanga D (2017) montre que les banquiers centraux ont été
contraints d’explorer de nouveaux outils de politique monétaire,
que 'on qualifie de «politiques monétaires non conventionnelles»
en ce qu’elles s’appuient sur une gestion de leur bilan, plutdt
que de leurs taux directeurs”. Dans le cas du Liban, il s’agit des
«ingénieries financieres» de la BDL. Ces opérations d’«ingénieries
financieres» ont impliqué le systéme bancaire libanais (BDL et
banques commerciales) de plus en plus dans le financement de
la dette publique méme en devises étrangeres et dans I’achat
croissants de certificats de dépdts de la BDL en USD pour
renflouer les réserves en devises étrangeres de la BDL afin de
poursuivre sa politique d’ancrage du taux de change.

BdL FC CD Maturities
(USDbn)
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9- Labye A « Crédibilité de la Banque Centrale et soutenabilité de la politique budgétaire », Revue d’économie
financiere, [2015], No 119, vol 3, p 303 a 330.

10- KANGA D., Quels sont les enseignements des politiques monétaires non conventionnelles, Revue Frangaise
d’Economie, [2017] 2, 32, p 3-36.
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2.3. Les ingénieries Financieres et report de I’éclatement
de la crise

Suite a 'accumulation des déficits de la balance des paiements
et Paugmentation continue du ratio de la dette publique/PIB et
de la dégradation de note souveraine des eurobonds libanaises
dans un climat d’absence d’instabilité politique et de blocage du
travail institutionnel, la BDL a choisi de mener des politiques
monétaires non conventionnelles connues au Liban par «Les
ingénieries financieres». Sachant que la BDL est dotée d’une
indépendance vis a vis du pouvoir politique garantie dans ses
statuts, selon larticle 13 du Code de la Monnaie et du Crédit, qui
est le texte de loi de référence pour la définition et Papplication
des prérogatives de la BDL. Toutefois, le méme Code de la
Monnaie et du Crédit confie 2 la BDL la mission de favoriser la
stabilité économique générale (article 70). Par ailleurs, I'article
91 du Code souligne que dans les circonstances exceptionnelles
et gravite absolue, si le gouvernement envisage de recourir a un
emprunt de la BDL, il informe le gouverneur de la BDL qui
¢tudiera avec le gouvernement les possibilités de substituer a
ses concours directs d’autres moyens de financement (recette
fiscales, I’émission de bons de Trésor, recours a I'emprunt
extérieur... Les ingénieries financieres réalisées par la BDL
cherchaient a retarder I'éclatement de la crise par leurs résultats
pour les diftérents acteurs.

Les ingénieries financiéres ont assuré laugmentation des
réserves brutes en devises de la BDL de 35.1 milliards de dollars
américains en mai 2016 i 40.6 milliards USD, ce qui augmente
sa marge de manoeuvre en matiere de capacité d’intervention
sur le marché de change. Avec 'augmentation de la liquidité
en monnaie nationale, ces opérations ont permis d’assurer les
besoins de financement du secteur public et du secteur privé
grice 2 I'augmentation des dépots de 159 milliards USD fin
2015 a 172 milliards USD fin 2016. Les avoirs des banques
commerciales ont augmenté aussi de 182 milliards USD 2 fin
2015 a 204 milliards USD a fin 2016. L’exces de liquidité en
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livres libanaises a permis aux banques commerciales d’accroitre
leur portefeuille crédits surtout par des préts subventionnés
pour I'achat de logements et pour les crédits subventionnes aux
diftérents secteurs économiques.

Lesingénieries financiéres ont permis de baisser les taux d’intérét
sur les Bons du Trésor d’échéance 5 ans de 6.74% a 5% et la BDL
a également diminue les taux d’intérét sur les certificats de dépdts
de long terme des comptes d’épargne en LBP de 9% a 8.4%. La
BDL s’est chargée aussi de promouvoir les Eurobonds du Trésor
Public et permet aux banques commerciales d’escompter aupres
d’elle des certificats de dépots en USD a condition de souscrire
du méme montant aux Bons du Trésor en USD. L’afflux de
capitaux résultant de ces opérations a atteint 4.2 milliards USD a
fin 2016. Le déficit cumulé de la balance des paiements qui avait
atteint 1,7 milliards USD en mai 2016 s’est transformé en un
excédent de 1.35 milliards USD a fin 2016.

L’Etat a profité aussi de I'application d’un taux d'imp6t de 15%
sur les rendements réalisés par les banques commerciales, de
I’ordre de 5 milliards USD, donc des recettes fiscales de I'ordre
de 8oo millions USD de ces opérations exceptionnelles. La
BDL a émis un circulaire exigeant aux banques commerciales
d’orienter les rendements réalisés par l'ingénierie financiere
vers 'augmentation de leurs capitaux propres et d’améliorer les
réserves des banques avant’application de lanorme internationale
du rapport financier 9 (connu par IFRS 9) de janvier 2018. Cette
part de revenus a représenté environ 2,4 milliards de dollars.
Pour les 2,6 milliards de dollars restants, certaines banques ont
dt créer des produits structurés dans lesquels elles partagent
une partie des gains avec leurs clients. Environ la moitié¢ de
ces liquidités en LBP est placée sous forme de dépots a long et
moyen terme 2 la BDL. Le reste a été réparti entre une enveloppe
de crédits au secteur privé et un compte spécial détenu par les
banques, aupres duquel le gouvernement pourra emprunter 2
5 % pour une période de 5 ans, afin de limiter Pexces de liquidité
et le risque d’inflation.
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3. Dollarisation, Balance des paiements et taux de
change:

3.1. Inertie de la Dollarisation

Depuis l'augmentation de la dollarisation a 86% suite a
’hyperinflation de 1987, la dollarisation s’est maintenue au Liban
et n’a baissé que 1égerement au-dessous de 70% pour raugmenter
a plus de 76% aujourd’hui. Jusqu’avant I’éclatement de la crise en
2019, les dépots en dollars avaient atteint ’ordre de 120 milliards
de dollars, soit une fois et demi le PIB du Liban a cette période.
Le secteur bancaire détenait des eurobonds de 15 milliards de
dollars et gardait prés de 70 milliards de dollars auprées de la BDL
sous forme de réserves obligatoires sur les dépots en devises
étrangeres (15% des dépots en devises soit pres de 18 milliards
USD) et certificats de dépot en dollars (estimes par Bloomberg
a 52.8 milliards USD), alors que la BDL portait des eurobonds
pour 5,7 milliards de dollars. La dollarisation déclenchée au Liban
depuis les années 80 est toujours officieuse et partielle, mais la
BDL a créé une chambre de compensation des chéques en dollar
et permettait de remplir les Distributeurs Automatiques (ATM)
par les deux devises, la LBP et 'USD.
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La forte dollarisation a rendu inefficace tout instrument de
stabilisation basée sur le contrdle de la Masse Monétaire en LBP
et a conduit a adopter la stabilisation basée sur I'ancrage du taux
de change par intervention continue de la BDL sur le marché
de change nécessitant d’alimenter toujours le poste Réserves en
Devises de la BDL pour préserver sa marge d’intervention sur
le marché de change. Ceci exigeait d’attirer suffisamment des
dollars de I’étranger et de réaliser des excédents de la balance des
paiements (ou traditionnellement excédent de la balance des
capitaux compense le déficit de la balance commerciale dans un
pays fortement importateur).

L’irréversibilité de la dollarisation au Liban semble étre la
conséquence d’une instabilité macroéconomique longue et
profonde durant la période antérieure comme le soulignent
Sahay et Végh (1995)1D. Une fagon de représenter la réversibilité
limitée du phénomene de la dollarisation est d’introduire la
notion d’effet de cliquet. Dans cette analyse, le niveau actuel de
la dollarisation dépend alors d’un pic, d’un niveau record, atteint
dans les années précédentes (Mueller, 1994 et Mongardini
& Mueller, 2000™). Guidotti et Rodriguez (1992)%, a partir
d’un modéle de comportement d’optimisation du portefeuille,
définissent une «bande d’inaction» de I'agent économique. Cette
bande d’inaction est un différentiel de rendement (diftérentiel
d’inflation ou de taux d’intérét) ot il n’y a pas d’incitation au
passage d’une monnaie a Pautre car les gains anticipés de ce
passage ne couvrent pas les cotits de conversion. Le différentiel
de rendement doit alors étre substantiel pour qu’il y ait passage
d’une monnaie a I'autre.

11- SAHAY R. & VEGH C. « Dollarization in transition economies: Evidence and policy implications »,
International Monetary Fund Working Paper, [1995], 95/96, September.

12- Mueller J. «Dollarization in Lebanony, International Monetary Fund Working Paper, [1994], 94/129, October.

13- Mongardini J. & Mueller J. «Ratchet effects in currency substitution: An application to the Kyrgyz Republicy,
International Monetary Fund Staff Paper, [2000], Vol. 47, n° 2, pp. 218-237.

14- Guidotti RE. & Rodriguez C.A. «Dollarization in Latin America, Gresham’s Law in reverse?», International
Monetary Fund Staff Papers, [1992], 39, 3, pp. 518-544, September.
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3.2. Evolution de la Balance des paiements et des avoirs
en devises

Le déficit de la Balance des paiements a atteint a la fin de 2019
I'ordre de 5851.2 millions USD, alors le déficit cumulé depuis
2011 aatteint 19015.6 millions USD (al’exception de 2016, durant
laquelle le solde est devenu exceptionnellement excédentaire

1237.5 milliards USD en raison des «ingénieries financiéres» de
la BDL).

Annual Net Foreign Assets change

-15000

La baisse de I'attraction des devises et des déficits de la balance
des paiements a accru la pression sur le marché des changes qui,
depuis 1997, s’est appuyé sur le lien entre le taux de change de la
livre libanaise et le dollar américain sur la base de 1507.5 livres
pour un dollar.

Evolution des Uepots en

Devises et des Reserves en
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Kasparian (2020)"» montre que «tant que la balance des
paiements continuait d’avoir une trajectoire ascendante, I’écart
de croissance entre les dépots en devises et les avoirs extérieurs
du systéme bancaire restait mesuré: le rapport dépdts/avoirs
extérieurs est ainsi passé de 1,7 fin 1997 a 2,0 fin 2011». Avec
le début des retombées de la crise syrienne sur I’économie
libanaise, le déficit de la balance des paiements et le taux de
dollarisation ont augmenté davantage et les avoirs extérieurs
des banques ne sont pas suffisants pour satisfaire les demandes
de retrait des dépots des clients.

3.3. Chute de ’ancrage du taux de change

La poursuite des défaillances budgétaires, 'insoutenabilité
de la dette publique et le cumul des déficits de la balance des
paiements amenent a I’éclatement de la crise en septembre 2019
jusqu’a 'annonce du défaut de paiement de la dette libanaises
en devises étrangeres en avril 2020. Le gouvernement libanais
qui a recouru au groupe de conseil financier international
Lazard propose un plan de réformes montrant les pertes de la
BDL qui dépassent 40 milliards de dollars, soit une grande part
du total de ses avoirs extérieurs et pres de 100% du PIB du
pays. Ces pertes cumulées résultent de la somme des pertes de
transactions financieres gérées par la BDL (visant a accumuler
des réserves de change pour défendre la stabilisation du taux de
change et combler le déficit de financement de I’équilibre des
autres sources de pertes) et de 'accélération de I'accumulation
dans le cadre de I'«ingénierie financi¢re» entamée en 2016.

Le plan de restructuration a montré que I’évaluation compléte
despertes (directes etindirectes) subies par les banques libanaises
dans leurs portefeuilles d’actifs pourrait atteindre un total de
62,4 milliards de dollars, selon des estimations préliminaires

15- Kasparian R «La crise des liquidités actuelle est aussi celle de la dollarisation de 1I’économie», [2020], https://
www.lorientlejour.com/article/1205698/1a-crise-des-liquidites-actuelle-est-aussi-celle-de-la-dollarisation-de-
leconomie.html.
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couvrant les actifs en dollars américains et en livres libanaises.
La proposition est venue d’abord de radier le capital de 20,8
milliards de dollars, et deuxiemement de couvrir le solde des
pertes (soit 62,4 milliards de dollars) grice 2 une contribution
transitoire exceptionnelle des principaux déposants sous forme
de flottant ou d’apport au capital bancaire. En incluant dans la
premicre formule 10% des déposants (qui ont plus de 100 mille
dollars ou son équivalent, alors dans la nouvelle formule il est
limité a 2% des déposants, c’est-a-dire ceux qui ont plus de 500
mille dollars ou son équivalent). Troisiemement, remédier aux
pertes supplémentaires potentielles résultant de la dévaluation
et des risques d’«asymétrie des devises». Cela conduira a la
réduction progressive du taux de change officiel prévu dans
le plan de restructuration pour améliorer la transparence et la
liquidité sur le marché des changes, en tenantcompte notamment
de I’état de la balance des paiements et des réserves de change
qui ne permettent plus de maintenir le niveau actuel du taux de

change adopté depuis 1997. (Source: Plan de restructuration de
la dette publique au Liban, 2020).

Les études actuelles ont indiqué, selon la méthodologie utilisée
dans le plan, la surestimation précédente de la livre libanaise de
30% a 60%19. Cette derniére estimation a été calculée comme
nécessaire pour combler I’écart de balance des paiements. Etant
donné que la restructuration de la dette extérieure devrait
contribuer a environ la moitié du déficit de financement
extérieur, on estime que 'ajustement initial d’environ 30% du
taux de change permettra une réorganisation harmonieuse du
taux d’intérét. Le différentiel d’inflation entrainerait une baisse
du taux de change officiel de 50% a 60% d’ici 202417

16- Khalil Andy, BlomInvest Report, Why the Peg is the Best Option for Lebanon? BLOMINVEST BANK October
6, 2018 Contact Information Research Analyst: Andy Khalil.

17- Lebanese Government Reform Program, 2020.
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LBP Estimated Overvaluation vs. USD
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Le plan de restructuration exprime lintention de passer
progressivement a un systéme de taux de change plus flexible,
d’autant plus que le passage 3 un taux de change entierement
flottant n’est pas souhaitable tant que I’économie ne se déplace
pas complétement vers un nouvel équilibre stable. A condition
que la BDL adopte une politique de taux de change garantissant
que le taux de change ajustable reflétera le diftérentiel d’inflation
avec les principales devises.
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Vu la chute de Pancrage de LBP au USD, différentes alternatives
sont possibles dontla proposition d’adopter le modele Williamson
J. (2000)" qui comprend trois éléments clés:

- Le premier consiste a encourager un pays émergent a ancrer
sa monnaie a un panier de devises plutét qu’a une seule devise,

18- Williamson J., “Exchange rate regimes for emerging markets: reviving the intermediate option”, 2000,
Washington (D.C.), Institute for International Economics.
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ce qui permet de limiter les tensions observés lorsque les taux de
change entre les principales monnaies se mettent a évoluer en
sens opposé.

- Le deuxieme élément consiste 2 veiller 3 ce que le taux
de change de leur monnaie reste a l'intérieur de «marges de
fluctuations» symétriques et relativement larges. La Banque
Centrale disposerait ainsi d’une autonomie raisonnable en
matiere de politique monétaire, a condition que le taux de change
soit maintenu a 'intérieur des marges fixées.

- Le troisieme élément concerne le choix du point médian de
I'intervalle de fluctuation, qui pourrait étre ajusté par degrés
en fonction du jugement que les autorités porteraient sur les
déterminants fondamentaux du taux de change réel: «parité
mobile». Alors qu’au Liban, le taux moyen était fixé de maniére

rigide 3 USD/LBP=1507.5 depuis 1997.

Au fait, reconnaissant la difficulté pour un pays émergent
de défendre une marge étroite, Williamson J. (2000) propose
un régime alternatif. Il appelle les arrangements de la Banque
Centrale BBC: Baskets (il appuie 'ancrage du taux de change par
rapport a un panier de devises plutdét que par rapport a devise
en particulier), Band (marge de fluctuation) et Crawl (ramper,
glisser). Il recommande aussi que le pays permette si nécessaire
au taux de change de fluctuer de maniére temporaire a 'extérieur
de la bande de fluctuation, de fagon a ce que les spéculateurs ne
peuvent pas anticiper avec exactitude quand la Banque Centrale
décidera d’intervenir.

Uneautrealternative consiste au passage au Régime de flottement
dirigé bonifié. Ce régime a été proposé par Goldstein (2002)1?
pour les économies émergentes sous le nom de «Régime de
flottement bonifié» (ou «managed floating plus»). A la diftérence
de Williamson, qui donne un réle déterminant au taux de change,

19- Goldstein M, “Managed floating plus”, Policy analyses in International Economics, 2002, Washington (D.C.),
Institute for International Economics.
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Goldstein le role déterminant a accorder a I’établissement d’une
cible interne d’inflation comme point d’ancrage nominal de la
politique monétaire en mettant plus I'accent sur la stabilisation
de I’économie nationale qu’au maintien de la parité de change.

Conclusion

L’éclatement de la crise budgétaire et 'annonce du défaut de
paiement du Liban de sa dette publique au Liban montre une
spécificité intéressante du modele économique libanais par
I'interaction exceptionnelle entre les finances publiques, la
banque centrale et le secteur bancaire, ainsi que par la complexité
des contraintes de dollarisation, d’ancrage du taux de change
avec cumul de déficits de la balance des paiements et un ratio
d’endettement public par rapport au PIB parmi les plus élevés au
monde. Les banques libanaises sont confrontées pour la premiere
dans 'histoire du Liban a une crise existentielle, bien qu’elles
avaient connu et surmonté de graves situations de guerres et
d’instabilités et de besoin de financer la reconstruction...

Le Liban étant une économie d’endettement, le secteur bancaire
a toujours ¢té et demeure le dynamo de son économie qui se base
essentiellement sur leurs crédits pour relancer I'investissement
et la croissance et par suite la création d’emplois et Pattrait de
capitaux qui équilibrait la balance des paiements malgré le déficit
traditionnel de la balance commerciale. L’implication également
du secteur bancaire dans Banque Centrale en réserves en devises
étrangéres pour poursuivre sa politique d’ancrage du taux
de change et les pertes subies par la BDL et son incapacité a
rembourser les certificats de dépdts achetés d’elle par les banques
libanaises exige un sauvetage de 'ensemble du syst¢me bancaire
(BDL et banques commerciales)... A partir de 1a, I'éclatement de
la crise serait pourrait-il se transformer en une opportunité de
réaliser les réformes souhaitées surtout avec le besoin de recourir
de nouveau aux pays donateurs pour un nouveau soutien
international conditionné par la réalisation de ces réformes.
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Legal Reviews of the Definition of Cyber Weapons

Navy col. P.C.S Ali Hamiye

Cyber attacks have become a regular feature of the media landscape.
Thanks in great part to the investigations carried out by different U.S.
entities following Russian interference in the 2016 U.S. elections
— which included mounted cyber attacks — episodes of "hacks",
"Infiltrations" and "assaults" are now reported on a regular basis.

Of course, the fact that cyber attacks are more reported these days
does not mean they did not exist before as objects of academic inquiry
or even as matters for policy debate. However, what constitutes a
"cyber attack" is not yet resolved. Despite some understandings
reached as informed by "real life events", what is a cyber attack very
much remains a contested matter.

As noted above, events of a nature that may amount to a “cyber
attack” have been mostly addressed by the domestic law — or domestic
institutions — in the country where they happened. However, it is
the occurrence of episodes of this nature between states that puts in
jeopardy the type of “friendly relations” needed for a peaceful and
“orderly” international community of states.

A case in point is that related to Stuxnet. In June 2012, author and
New York Times reporter David Sanger reported that a malware
package of “unprecedented complexity” had targeted the Iranian
nuclear research program. The malware, which came to be known
as Stuxnet, was then discovered on many computer systems outside
Iran. However, it did not appear to do any damage to these other
systems.
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Mr. Sanger’s latest book, published in 2018, was “The Perfect
Weapon: War, Sabotage, and Fear in the Cyber Age”. In an interview
with the New York Times to discuss his latest publication, the author
and reporter offered the contention that the Stuxnet malware had
been part of a U.S. planned and led covert cyber operation.

The assertion that a nation state may had used a “cyber attack” in
support of its national objectives had already picked the attention of
cyber-law commentators, both in and out of government. In 2014,
Gary D. Brown and Andrew O. Metcalf, two U.S. Army officers
with extensive knowledge and experience on cyber space and cyber
command issues, provided some elements of legal analysis about
Stuxnet and cyber warfare in general.

In their legal review published in the Journal of National Security
Law and Policy, the two authors explained that even if the terms
“cyber attack” or “cyber warfare” implied the employment of cyber
weapons, there was still great perplexity surrounding the matter.
More concretely, the threshold needed for the use of such weapons to
amount to a “cyber attack” that created a state of “cyber warfare” had
yet to be established. For these two U.S. army officers, defining what
constitutes a “cyber weapon” could help gain a better understanding
of cyber war.

The purpose of this paper is to highlight the difficulty in transforming
these broad topics into practical legal advice for commanders in the
“theatre of operations”. In line with (recent) literature published on
the topic, the article concludes that just as not all cyber attacks amount
to cyber warfare, not all cyber techniques constitute “weapons”. The
paper argues instead that an assessment focusing on the usages of a
given capability in a context provides a better lens to addressing the
many unresolved features comprehended within the field of cyber
operations.
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Examens juridiques de la définition des cyber-armes

Col. B.E.M de frégate Ali Hamiye

Les cyberattaques sont devenues un élément régulier du
contexte médiatique. Grice en grande partie aux enquétes
menées par différentes entités américaines a la suite de
I'ingérence russe dans les élections américaines de 2016 -
qui comprenaient des cyberattaques montées - des épisodes
de "hacks", d"infiltrations" et d"agressions" sont désormais
réguliérement rapportés.

Bien sar, le fait que les cyberattaques soient davantage
rapportées de nos jours ne signifie pas qu'elles n'existaient
pas auparavant en tant qu'objets d'enquéte académique ou
méme en tant que sujets de débat politique. Cependant, la
question de savoir ce qui constitue une "cyberattaque" n'est
pas encore résolue. Malgré certaines interprétations fondées
sur des "événements réels", la définition d'une cyberattaque
reste trés contestée.

Comme indiqué plus haut, les événements susceptibles de
constituer une "cyberattaque" ont été principalement traités
par le droit interne - ou les institutions nationales - du pays ou
ils se sont produits. Cependant, c'est 1a survenue d'épisodes de
cette nature entre Etats qui met en péril le type de "relations
amicales" nécessaires a2 une communauté internationale
d'Etats pacifique et "ordonnée".

Un exemple concret est celui lié a Stuxnet. En juin 2012,
David Sanger, auteur et journaliste au New York Times, a
rapporté qu'un logiciel malveillant d'une "complexité sans
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précédent” avait ciblé le programme de recherche nucléaire
iranien. Ce logiciel malveillant, connu sous le nom de
Stuxnet, a ensuite été découvert sur de nombreux systémes
informatiques en dehors de I'Iran. Toutefois, il ne semble pas
avoir causé de dommages a ces autres systemes.

Le dernier livre de M. Sanger, publié en 2018, était "L’arme
parfaite : Guerre, sabotage et peur a l'ére cybernétique'.
Dans une interview avec le New York Times pour discuter
de sa dernic¢re publication, l'auteur et journaliste a offert
l'affirmation que le logiciel malveillant Stuxnet avait fait
partie d'une cyberopération secrete planifiée et dirigée par les
Etats-Unis.

L'affirmation selon laquelle un Etat-nation peut avoir utilisé
une "cyberattaque" pour soutenir ses objectifs nationaux
avait déja attiré l'attention des commentateurs du droit
de la cybernétique, tant a l'intérieur qu'a l'extérieur du
gouvernement. En 2014, Gary D. Brown et Andrew O.
Metcalf, deux officiers de l'armée américaine ayant une
connaissance et une expérience approfondies des questions
de cyberespace et de cybercommande, ont fourni quelques
¢léments d'analyse juridique sur Stuxnet et la cyberguerre en
général.

Dans leur analyse juridique publiée dans le journal du
droit et de la politique de sécurité nationale, les deux
auteurs expliquent que méme si les termes "cyberattaque”
ou "cyberguerre" impliquent l'emploi de cyberarmes, la
perplexité reste grande en la maticre. Plus concrétement, le
seuil nécessaire pour que l'utilisation de telles armes équivaille
a une "cyberattaque" créant un état de "cyberguerre" reste a
établir. Pour ces deux officiers de I'armée américaine, définir
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ce qui constitue une "cyberarme" pourrait aider 2 mieux
comprendre la cyberguerre.

L'objectif de cet article est de souligner la difficulté de
transformer ces vastes sujets en conseils juridiques pratiques
pour les commandants sur le "théitre des opérations".
Conformément 2 la littérature (récente) publiée sur le sujet,
l'article conclut que, de méme que toutes les cyberattaques ne
constituent pas une cyberguerre, toutes les cybertechniques
ne constituent pas des "armes". L'article soutient plutot qu'une
¢valuation axée sur les usages d'une capacité donnée dans un
contexte donné constitue une meilleure optique pour aborder
les nombreuses caractéristiques non résolues comprises dans
le domaine des cyberopérations.
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