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! Goldstine, H.H., A. Goldstine. 1946. The electronic numerical integrator and computer
(ENIAC). Mathematical Tables and Other Aids to Computation: 97-110.

2 Freiberger, Paul, Michael Swaine. 2000. Fire in the valley: the making of the personal
computer. 2. Ed. New York: McGraw- Hill.
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> ARPA: Advanced Research Projects Agency

6 Supra 2

7 CERN: European Organization for Nuclear Research

8 Berners-Lee, lim. Information Management: A proposal. World Wide Web Consortium,
1998-1989. (Available on: http://www.w3.org/History/1989/proposal.html).
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° Bennett, K, P Layzell, D Budgen, et al. 2000, Service-based software: the future for
flexible software. In Seventh Asia— Pacific Software Engineering Conference (APSEC).
Singapore.

10 Armbrust, Michael, Armando Fox, Rean Griffith, et al. 2009. Above the Cloud: A
Berkeley View of Cloud Computing. Berkeley: EECS Department, University of California.
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T Taylor Armerding: 'The 18 biggest data breaches of the 21st centure’, unknown date of
publishing, published on csoonline.com.

(Available on: https://www.csoonline.com/article/2130877 the-biggest-data-breaches—of-
the—-21st-century.html) (Accessed on 5 May 2019, at 10:25 AM).

12 APRIL GLASER: "Another 540 Million Facebook Users' Data Has Been Exposed’, 03
April 2019, published on slate.com. (Available on:

https: //slate.com/technology/2019/04 /facebook-data—breach—-540-million-users-
privacy.htnl) (Accessed on April 15, 2019 at 8:35).


https://www.csoonline.com/article/2130877/the-biggest-data-breaches-of-the-21st-century.html
https://www.csoonline.com/article/2130877/the-biggest-data-breaches-of-the-21st-century.html
https://slate.com/technology/2019/04/facebook-data-breach-540-million-users-privacy.htnl
https://slate.com/technology/2019/04/facebook-data-breach-540-million-users-privacy.htnl

e Aleall update by ekl 134 3k @l Cide L Ljed padd e 1.5 U8 s
B aall 1

Ola¥ls A0l et ane el g S lalsdl 263 A GSEN aal (e culS o3
Sl ublsall e SN U sane CEFAY Aimje culSh il axdied) ol ol
s Glo i) i ¥ oS apaidl alall FaceBook Galh cuw el dals
ool o ha€ Tane JUay b lgie alladl s ClAYT e aany ¥ 220 Sllia 3 ISE
Al p LS Adgguall (5% 5091 Al oda 6 o aaly (add gon Jla ¥ 8 Lgcanys
Juaal oSy by @ o Jpanll Bl aliw o o Ga Bl58) s Gy £ 1Y)
O e A Aageadlly (alas) il o)) aba dnasady Gud @lly S sy
S aralsd) aal e (A L) Geial Dadlall DYy Claladls il (385 e Isaiay
bl ad Bl 1 palaidl) e waal) JUay goagall 12 cAilatdl gonge b leal] Gkl gy
Cuzdad Sl At aaky @A) (grinall el oy SIED Gajy 8 Alagad Cin 3
& AlaYh Aliles dexd 23 Al GIGEN (s Gpediivall (o dirany 4i8luae 38y 3
oV ) 2al pas s ) 4 dpmsall ALl 8 e gill DL (iaaty Aotd) Al & Gl
s Lals (gal Jo Jd e IS 030 o andally Jag pd s clilpal) oda o a3
GaY) OsS Lexie Lald faginagad o Blially il 3 e leibise Gl leag S
Gl (Al Jsn (8 Gmisase ol il o Joanll lgha diiee BeSa Bga (0 Lese e

My ol daubi
ligh . Cpaddivuall lgasgie iy Loty latd) o 5aY) ol b alkiin ALl o3a b
b i aY) Sy Bla all dee LS b Lo b Abaad) o Ay Sa g R axe
adl Joaall 2y adse S b Lpte Fuad Bl Aala Wilily Hdiy agfi W) 3 clle Laydliy cilassl

S Lo da Alyll o2 goage (o) 2l Ha Lcile o die i B L galalay (7S 52

13 Katie Paul, Joel Schectman, Christopher Bing: "WhatsApp Security Breach May Have
Targeted Human Rights Groups', 14 May 2019, published on reuters.com. (Available on:
https: //www.reuters.com/article /us—facebook—cyber-whatsapp /whatsapp—security—breach-
may—have-targeted—human-rights—groups-idUSKCN1SK(OSM) (Accessed on May 15, 2019
at 8:50 AM).


https://www.reuters.com/article/us-facebook-cyber-whatsapp/whatsapp-security-breach-may-have-targeted-human-rights-groups-idUSKCN1SK0SM
https://www.reuters.com/article/us-facebook-cyber-whatsapp/whatsapp-security-breach-may-have-targeted-human-rights-groups-idUSKCN1SK0SM

Loyl 5ol st (e Gilse AulS o jaills celany) dualgil) adlse o cililaa sl s 4 a8
g e Ay Ao 058 o pgal) (0 I e eVl e sy i) addie dulels aladauy)
Al sa¥) (b el (gyg il (e aal A3l il e 0S5 a1 5l (Sag saY)

3 Al Jules gaal canll lole o Y Y] LluaSY @l suae Sy Lhe dlasdl
Upanl) 5l cilaglaall Jin & Alile de)al) caabally 3eaY) shid ia 3ae Clilee o 35 16
oadl Ol ) Aalall ey Jlee1 sl by ) Aalal) g5 Jleel) el dladaa lele
Oe AL f 1 O LYl e aieS cillall dudalia) G A% ags L&) WS @Sl
eale LY () pall

s e 2 Wiped Jpndll 42l (6 Al aadieal a3 S o 8 ALY
Gy caias Ja faslily Jains (3 uagll ga 2yl Ja 2yl Adleiall byl Jagas ol el
5o Ledl) ol 8 AAY) Ja SUalliY) e ope e alily e ) Aesdll 2 g
Gyl e llia Ja $libally Caylall 138 Jaginy of Sailily e Gl iyl Jgemnl 2l 3okl
leealsy 38 ) Shalaall o L Sl dea ol L Ll e ae)ll 4lly Gles (adill Koy
Gl Al giegy U Bleall a Lo QIS Shad &) ailily Ao Al bl Jpas vie 3
o Alae Ll Ol 8 Gailsl) b Lo Sdualall gkl dgalsal Allad dglaall o2 Ja € Sl
Jsadly Sbilal Gglas goage 8 Aisildlly Al Leihods Lealaia) a3 A il il
OS5 Ol oY) e o sl a3 ae Al Tia ey ade all o V) aash a5
oLl b eyl e

IS IT SAFE TO BE ONLINE IN LEBANON?

lgd bl Blaay) S AU Gladll aseie o Jo¥) adll (3 (W Gy Jully
5y all dpleally Lgie g LBl akell aly) 28 SIS ¢l 40 00al) dxdally Ail) o2 Claladin] e
i) Gl Alasd) Gl Sl gl G aa oSl oo (el Gperdivall
Al Jas Angls JSLae ) A JSLie (e Bl oda gl G ldel) gllasn B
(esd) Ayl Al Joall e el o)) Je LB IS0 aadtinal) duagiad (il ie) Gl
Jov Ale aedasi cpll alisdl Guaddll bl e o daadl 8 cphsll) (e sed

Kan e ST ) Jgall @ylall s e sasiall Gl ey Ao (AT Jod Lt calany)



da Gob ) alaYL el G alas (g3 Apre An oSy caag Ay gl A bl e
S Aean) 3350 Lebaay A A ghunall GUIAS catad) 2y (3lay Lo b gl el Jla b el
e el e 2allll Gl e Al aadallyy A0l A sl Ol o AR e Glly
Lle 27 53 30 gl 2018 ple leaals Lelsl oIS ally ol (3 a3 Al cNladl)
sla b Ll caal e gl U e Ylaa) @l iy ¢ il o i) Jlaxiad e o
o eliey) Jadl dun o lgie LAY Gandl Jias suad) aihall e wael Cua gl
Jagd S Li€ars WS cdiyanadl dnlayy) S aal cumy) PDlasa) aldY L daled) bt
35 8 G (ggu el G s Al saa (06 o S pihall e Wagais Sl adlly - S8l
bl o3 e (e (A A @bl )zl Gl b V) @bl Gas

feh Lo 38y (pand ) Al Caeld

Aglacd) Al gl Y1 1Y) ansdl

Lladl Ausal) o sehe : V) Jucdl

dulacd) sl Lale 1Y) Gandl

Aglacd) A gal) 3l 1 SE) Gl

Aglasd) A gal) i aly) A8 1 B Joadl

Allgiall cllaiag cilals 335 Auland) Lusal) ilead Ll 1 JsY) Gaandll

Cigraal) dlaiall gl g el alyef 1 S Candl

Aaladd) Aawsal) anls Al 3ilsally Shlaall 1 6 andl)

aaal bl tJ 8 Jead

335al) (8 A 1Y) Canndll

Aglacd) Augal) L Anyal) 1 S Gl

Lkl 4 glal) dleald) :gst':d\ Jadll

lgolatis Apnm st 8 Gall 15V Cansdl

Aaalll eyl a1 S Ganall



Alaid) Asugall Al UaY) 1Y) andl

o A o3 3 o) s a3 IV Al Te gan 8 mllaias Aulaidl dausal)
L0 Aalll (e Lald llaadl 18 agh aead) o oK1 Aupall 2300 s cilallias 5 low
Ala e sSally Cpsinall (aliid WS 3 OS) Bpasd) slall 3 Tulad Dl e 43) 3) daly
JE (e dendl) ot Saall e WS bl e el Ld o) 3 Aeaddl oda sa@ Bade ClSHG
S5l Carail Aijaa (g5 pall as AL 03¢d Gaanlu) bl s elang () ol alas]
A LI 330 235 Ll 3 by Al deadll g lad) Aa aadial) et Geddl) o3a L ag!
A8l ADke il Lo 13 pant) L) 3kl Gany Lo Ausld Al L aasisally 3350 Jangs
Al ALY 5l o s vl IS e R sial) Adggad) (8] ) (gag Gl Wy A
GV Lo Sl e lpe oo Al o3 Gy o) Lo Landl 13 8 Ll lele BaY) 4t
Al Lo Glid) Sl aly) 4aSs Pl dgel e byt oo Wjie @ L GlliS 4
€alall 138 ) 558 sl A Al Alaal

Aulald) dugal) aggda :J5Y) Juadl
asi (e Ay QXS ¢La 1l 038 Uiy A jnag prllaaall 138 ine pgd 1) t63h (B an
e (g5 pall (rag - adl) 13g] A ilal Aanalall & Loy clingl il oda ) derdll o3a iy

il JIKaY s Al cilallaad) e laye o ey ) ALY L A 6l Lalll

dulad) dawgad) dale 1 Jg¥1 Ganal)

5SS Wabhe s Loty Gnlacdl Gauwsall e ple S0 altin (V) Gl 1 b
G laaly Aaalled) GIGEN aa) Y adin LS L palasl) ol Glulal) Gans maa gl e
B dealls 355l G Jas S A ol 1Y Lo lelils Wysns Anladd) duusall daxd aa
lanb (e s Lald any Akl (e ol LS cdulls Capla cllia 06 o) (Saall (e ol Byl 28D
LA gilal)

Luladd) dawgall oo dale 3,88 1 1Y) 544
3 e ile Capny ol ARl ine agis oo Qi ¢ palidV) o Al Gisa 2K ) 2ie
dpasdll lgha b leeriiud Ll LS Cloud 3 e dule 588 Ll daall Jual) aaea o)
Al dawsall Clupaty o Byl 228 (8 Gl dAaaly Cued Aalall 5S3 228 (S5 cAnasalls
Al Ll T cul€ A Walba Laxilsd aal €3 QIS 80 Tagimy ST Lelea Uil



Taladal Aauusad) o < 1690 530
clhad G dang g tolins pgd 5 4 pen o QB 8 mllias dulaidl Gl
S ) 2zl * ‘infonuagique” mlhias B 4l Al 2 "cloud computing’
aie) ¢S s SN Aol ) Gpmsad) Aalaadl ) Gamusad) Golaidl (e sellaaall 13gd Cilen 53
BB aladnuly skl e AAKYL computing gl dawsald LAgladd) dusal) mllaias

S sulal)
G Oy Bkl claddl b alee g e Ble (& LKL cloud () el L]
led i Aug Sl Cms e Hlhe A dr Aol Lladd) cud sl Ly ) 4 daesl)
ST Sles Bl e i) Gub ge el dsasl) w AlseS cilias <8 bl g3

Leapyb Jlayl Je saaadl A Slea
oyl Calailly uleall ol LS clplandl Ll Cipad Jsa sale (il
D) s By L 13 POyt dagi ane dn (e alley Lew paitiy s et sk

Pl il 38 Giams SN L Lgilhipel 2aed ey Lan ialy anyiig 538
Mol o lesdl) e Sa zigal ilgd o VLD ol dlaty) i -
O ) paall AL A ad) lsa (e ASH10 Ao pana ) callall ity o ally Jalidl
MTiandl) 3he qaila e JA ()] 2ea JEL LeBUals Ao il ang e Ly
ledy TSI Tapes a3 s "(NIST) Laslsially pubeall (S5 asill 2gaad) Wl —
Hlediad Alad) dawsall Aol ailiadlls jualiall Hela

14 LONGMAN Active Study Dictionary Of English, definition of computing: the activity or
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“cloud computing is a model for enabling ubiquitous, convenient, on—demand
network access to a shared pool of configurable computing resources (e.g.
networks, servers, storage, applications, and sewices) that can be rapidly
provisioned and released with minimal management effort or service provider

interaction'®”.
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"Cloud computing is a paradigm for enabling network access to a sealable and
elastic pool of shareable physical or virtual resources with self-service

provisioning and administration on-demand”?!
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“Clouds [are] a large pool of easily usable and accessible virtualized resources
such as hardware, development platforms and or services. These resources
can be dynamically reconfigured to adjust to a variable food (scale), allowing
also for an optimum resource utilization. This pool of resources is typically

exploited by a pay—-per-use model in which guarantees are offered by the

19 Peter Mell, Timothy Grance: The NIST Definition of Cloud Computing, NIST special

publication 800-145, 2011, page 2.
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2l ISO/IEC DIS 17789:2014, Information Technology- Cloud Computing- Reference
Architecture, 1% Edition, published on iso.org, 2014.

(Available  at:  https://www.iso.org/standard/60545.htmI?browse=tc)  (Accessed on

September 23, 2018; at 10:38 AM).

10


https://www.iso.org/standard/60545.html?browse=tc

infrastructure provider by means of customized SLAs [service-level-

agreements]?*>."
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22 Sam Murugesan and Irena Bojanova, '"Cloud Computing: An Overview', published in

Encyclopedia of Cloud Computing, John Wiley & Sons Ltd., United Kingdom, 2016, p. 3-14.
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TechSoup: cloud computing: benefits and barriers for non profits & libraries, 2012
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benefits—and-barriers—2012-10-11-presentation.ppt) (Accessed on August 25, 2018; at

11:30 AM).
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25 SalesForce: Why move to the cloud? 10 Benefits of cloud computing, 2015; 6"

point: work from anywhere. (Available at:
https: //www.salesforce.com/uk/blog/2015/11/why—-move—-to-the—cloud-10-benefits—of-
cloud—computing.html) (Accessed on August 25, 2018; at 12:00 PM)
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28 Cloud computing market revenues worldwide from 2015 to 2020 (in billion U.S. dollars)

(Available on: https: //www.statista.com/statistics /27081 1 /cloud—computing-revenue—
worldwide-since-2008/) (Accessed on August 25, 2018; at 12:32 PM)
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33 Lisa Sampson: A cloud broker can be a cloud provider's best friend, January 2012,
(Available on: https://searchitchannel.techtarget.com/feature.com/feature/A-Cloud—Broker—
Can-Be-A-Cloud-Providers—Best-Friend) (Accessed on August 26, 2018; at 10:38 AM).
34 Talkin' Cloud: Cloud Services Brokerage Company List and FAQ, published on
channelfutures.com March 13, 2015. (Available on:

https: //www.channelfutures.com/business—-models/cloud-services—brokerage—company-list-
and-faq) (Accessed on August 26, 2018; at 11:05 AM).

35 Stephan Watts: Cloud Service Brokerages: How CSB’s Fit in a Multi—-Cloud World,
published on bmc.com, August 21, 2017. (Available on: https://www.bmc.com/blogs/cloud-
service—brokerages—how-csbs—fit-in—a-multi-cloud-world/) (Accessed on August 28, 2018;

at 13:10 PM).
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“The cloud infrastructure that is provisioned for exclusive use by a single
organization comprising multiple consumers (e.g., business units). It may be
owned, managed, and operated by the organization, a third party, or some
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and application portability (e.g., cloud bursting for load balancing between
clouds).””
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the Court of Justice of the European Union Judgement on “Google Spain and Inc. v.
Agencia Espanola De Protection De Datos (AEPD) and Mario Costeja Gonzalez” C-131/12
(2014) [https://www.dataprotection.ro/servlet/ViewDocument?id=1080].
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et LLaip e Gadl dhas ) Jsasll au Leie google.com ¢y & Lo «Google
Gl e gkl s of CNIL oyiel 3 celld pay adsall paail zaaiall IP ofsic Google
tof idaa CONIL 8 Gl o jil) (pediiisall g dilaal
“The right to be delisted is derived from the right to privacy, which is a
universally recognized fundamental right laid down in international human
rights law. Only delisting on all of the search engine’s extensions, regardless
of the extension used or the geographic origin of the person performing the
search, can effectively uphold this right. The solution that consists in varying
the respect for people’s rights on the basis of the geographic origin of those
viewing the search results does not give people effective, full protection of their
right to be delisted.”??!
Ja¥) i) olsial e Sl Cajeay cdind) dlhas lilin) piea Cadad a4l e
) (gma A padill haal)

219 CNIL orders Google to Apply Delisting on All Domain Names of the Search Engine,
CNIL, June 12, 2015, https://www.cnil.fr/fr/node/15790 [https://perma.cc/SDP4-7NUV]

220 Supra 218.

221 CNIL, Restricted Committee, Decision No. 2016-054, Mar. 10, 2016. (Available on:
https: //assets.documentcloud.org/documents /2775951 /d2016-054—-Penalty-Google. pdf)
[https://perma.cc/AZA6-6J44] (Accessed on September 17, 2018 at 12:48 PM).
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222 First, whether the de-referencing following a successful request for erasure must be
deployed in relation to all domain names irrespective of the location from where the search
based on the requester’s name is initiated, even if that occurs outside of the EU.

Second, if the first question is answered negatively, whether the RTBF must only be
implemented in relation to the domain name of the Member State from which the search is
deemed to have been operated or, third, whether this must be done in relation to the
domain names corresponding to all Member States,

Fourth, whether the RTBF implies an obligation for search engine operators to use geo—
blocking where a user based in (i) the Member State from which the request for erasure
emanated or (i) the territory of the EU searchers non—-EU domains.
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223 https: //www.law.ox.ac.uk/business-law-blog/blog/2018/11/google-v—cnil-defining—
territorial-scope—european—data—protection—-law

224 Bart Van Den Brande: 'Right to be forgotten' limited to the EU territory?, January
17, 2019, published on siriuslegaladvocaten.be.

(Available on: https://siriuslegaladvocaten.be/en/right-to-be—forgotten—limited—-to-the—eu-
territory/) (Accessed on February 16, 2019 at 10:05 AM).
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226 - )l

225 The Legal Agreement Between "You' And Apple that governs the use of the iCloud
product, software and websites.

(Available at: https://www.apple.com/ca/legala/internet-services/icloud/en-terms.html.)

226 Google Cloud Platform between Google and the user. (Available  at:
https://cloud.google.com/terms.)
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227 Microsoft Cloud Agreement.
(Available at: https://download.microsoft.com/download/2/C/8/2C8CAC17-FCE7-4F51-
4D77C7022DF5/MCA2017Agr_EMEA_MEA EE_ARA_Sep2(172_CR.pdf)
228 Supra 225.

i) laa 56 (e 10 3,23 26 salall 22
230 Qlivier Cachard: 'La Regulation Internationale Du Marché Electronique’, Lgdj, 2002, p.
355-377 et suite.
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235 Case 150/77 Bertrand v. Ott [1978] ECR 1431, para 21.

236 Article 14 of Brussels Convention: "A consumer may bring proceedings against the other
party to a contract either in the courts of the contracting state in which that party is
domiciled or in the courts of the contracting state in which he is himself domiciled.
Proceedings may be brought against a consumer by the other party to the contract only in
the courts of the contracting state in which the consumer is domiciled."

237 Article 17.1.c:"In matters relating to a contract concluded by a person, the consumer, for
a purpose which can be regarded as being outside his trade or profession, jurisdiction shall
be determined by this Section, without prejudice to Article 6 and point 5 of Article 7, if:

(c) in all other cases, the contract has been concluded with a person who pursues
commercial or professional activities in the Member State of the consumer's domicile or, by
any means, directs such activities to that Member State or to several States including that

Member State, and the contract falls within the scope of such activities."
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239 Dan Jerke B. Svantesson, PRIVATE INTERNATIONAL LAW AND THE INTERNET,
2007, p. 268.
240 Dusko Martic: "Dispute Resolution for Cloud Services: Access to Justice and Fairness in
Cloud-Based Law-Value Online Services', Eramus Mundus Joint International Doctoral

Degree in Law, Science and Technology, 2017, p. 125-126.
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241 John Helie & James C. Melamed: Online Dispute Resolution in the U.S, October 1998,
published on mediate.com. (https://mediate.com/articles/ecodir].cfm).

242 http://www.onlineresolution.com (accessed on January 24, 2019 at 9:46 AM).
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243 Marta Poblet and Graham ROSS: ODR in Europe.

(Available at: https:www.mediate.com/pdf/poblet_ross.pdf)
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245 Dusko Martic: Online Dispute Resolution for Cloud Computing Services, Law Science

and Technology, Joint Degree EM program, IDT- Universitat Autonoma Barcelona,

Bellaterra, Barcelona, 2017.

(Available at: http://amsdottorato.unibo.it/8261/1/MARTIC_DUSKO_tesi.pdf).

106



(ne Canl Al WoLclehill dal allayl; clegad) LagdeSil aladngd gl dady
: IS ODR Al jas a8 w31 \giaaie) a ddll colaadlalla
'"a mechanism for resolving disputes through the wuse of electronic

communications and other information and communication technology'*4

Cilaglaal) L gl i< (pe Wyt s g ASIY1 VL) aladind DA (e clelil) dad 41 Ll
¢ Alil) ADR I pe o€ aa ) 4ladl 4L ODR 1) JIKal i ¥ oSly eV laiyls
(Sl — 2l gl) — Asllad) — Saal) aladd) il — (o slinll) YL Alaial

e dalgll sl et Lasle€all aladiu) e 5agasall Jilugll 1) ODR 1) o
bl Calally s 53 iyl

Al Wiy (dig 5 Gplall clelil) da dilugd Joall Sl Y1 e alkall Lo 1) W
U o)) alasill e 5 Privacy Shield Ju cag e yaa ekt ) e s Jlii ) dee oo
.ODR (EU ODR Regulation)

i ) dee .1

@l Oplall sasiall aa¥) diad cidtly 2010 sle @ypgn A Ga Vs Al gyen S
e clejlial) dyped Jlae 8 Jaadl sbill Jae (38 L&) ciny 48f e (UNCITRAL) 15l
G dalall 5oall 3V Ol V) cnamg cagasdl e Aag S 5ylaill O lalaey Aalaiall i)
Gaiiall dedll e Jeall ellyg (Working Group 1) Gl Jalall Gjdll and adde 3k
daaly 24 B2C 5 2 B2B bl @l b Lays 350all yue 335 5V D lladll pns £ L))
i) dlea e 08l byjlael b

PDa e i) ye bl clejlidl Lpdl o S5 ) ol Jlns V) Ca
oles cOanlaall Aaga g foolie sl AleSe (3365 () A8LaYL ODR U 4d)a) sold ks
STy el &gl dae pnge A5l (gl CODR I asial 2l acld <ODR eaial L
250 sganll e )

246 UNCITRAL's Technical Notes on Online Dispute Resolution, New York, 2017.

247 B2B: Business to business

248 B2C: Business to consumer

249 http://www.uncitral.org/uncitral commission/working_groups/3Online_Dispute_Resolution.html
20 A/CN.9/WG.III/WP.112~ Online Dispute Resolution For Cross-Border Electronic Commerce
Transactions: Drafts Procedural Rules Preamble 2, Par. 3. (Available at:

http: //www.uncitral.org/uncitral fen/commission /working—

groups/30nline_Dispute_Resolution.html)
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2> A/CN.9/WG.III/WP.140~ Online Dispute Resolution For Cross—-Border Electronic
Commerce Transactions: Draft Outcome Document Reflecting Elements And Principles Of
An ODR Process. (Available at: http://www.uncitral.org/uncitral /en/commission /working—
groups/30nline_Dispute_Resolution.html) (Accessed on October 2, 2018 at 9:11 AM)

252 http://ec.europa.eu/justice/data—protection/international-transfers /en—us—privacy—-
shield/index_en.htm (Accessed on February 28, 2019 at 12:45 PM).

253 Chapter 5 of Opinion 01/2016 on the EU-US. Privacy Shield draft adequacy decision,
the Article 29 Data Protection Working Party. (Available at:
http://ec.europa.eu/justice/data—protection/article-29 /documentation/opinion—
recommendation/files/2016/wp238_en.pdf)

24http: /[ec.europa.eu/justice/data—protection/internationa—transfers /eu-us—privacy—-
shield/index_en.htm. (Accessed on February 29, 2019 at 14:00 PM).
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255 2.1. Privacy Principles (26) in Commission Implementing Decision (EU) 2016/1250 of
12 July 2016 pursuant to Directive 95/46/EC of the European Parliament and of the
Council on the adequacy of the protection provided by the EU-US Privacy Shield.

256 Art. 1 of Regulation on consumer ODR (Available at: https://eur—lex.europa.eu/legal-
content/EN/TXT /?uri=celex%3A32013R0524)
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257 https://ec.europa.eu/consumers/odr/main/?event=main.home.howitworks. (Accessed on
February 28, 2019 at 16:20 PM).
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Clause 12: disclaimer: except as expressly provided maximum extent permitted
by applicable law, google and its suppliers do not make any other warranty of any
kind, whether express, implied, statutory or otherwise, including warranties of
merchantability, fitness for a particular use and noninfringement. Google and its
suppliers are not responsible or liable for the deletion of or failure to store any
customer data and other communications maintained or transmitted through use
of the services. Customer is solely responsible for securing and backing up its
application, project and customer data. Neither Google nor its suppliers, warrants

that the operation of the software or the services will be error-free or
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uninterrupted. Neither the software nor the services are designed, manufactured,

or intended for high—-risk activities.
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Clause 13: Limitation of Liability

13.1. limitation on indirect Liability to the maximum extent permitted by applicable

law, neither party, nor google's suppliers, will be liable under this agreement for

lost revenues or indirect, special, incidental, consequential, exemplary, or puritive

damages, even if the party knew or should have known that such damages were

possible and even if direct damages do not satisfy a remedy.

13.2. Limitation on amount of liability. To the maximum extent permitted by.....,

may be held liable under this agreement for more than the amount paid by

customer to google under this agreement during the twelve months prior to the

event giving rise to liability.

13.3. Exceptions to limitations. These limitations of liability do not apply to

violations of a party's intellectual property rights by the other party, indemnification

obligations, or customer's payment obligations.>>’
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- iCloud Legal Agreement

IX. Disclaimer of warranties, limitation of liability

"... Apple does not guarantee, represent, or warrant that your use of the

service will be uninterrupted or error-free, and you agree that from time to

time apple may remove the service for indefinite periods of time, or cancel the

service in accordance with the terms of this agreement.

2% https://cloud.google.com/terms/. (Accessed on March 1, 2019 at 8:30 AM)
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. Apple does not represent or guarantee that the service will be free from
loss, corruption, attack, viruses, interference, hacking, or other security
intrusion, and apple disclaims any liability relating thereto..."

Limitation of liability

"... You expressly understand and agree that apple and its affiliates,
subsidiaries, officers, directors, employees, agents, partners and licensors shall
not be liable to you for any direct, indirect, incidental, special, consequential or
exemplary damages, including, but not limited to; damaes for loss of profits,
goodwill, use, data, cost of procurement of substitute goods or services, ot
other intangible losses (even if apple has been advised of the possibility of
such damages), resulting from: (1) the use or inability to use the service, (2)
any changes made to the service or any temporary or permanent cessation of
the service or any part thereof; (3) the unauthorized access to or alteration of
your transmissions or data; (4) the deletion of, corruption of, or failure to store
and/or send or receive your transmissions or data on or through the service;
(5) statements or conduct of any third party on the services, and (6) any other

matter relating to the service."®
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260 https://www.apple.com/au/legal/internet-services/cloud—-en—terms.html  (Accessed on
March 1, 2019 at 9:12 AM).
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261 Article 4.7 of GDPR (https://gdpr-info.eu/art-4-gdpr/)

2018/81 ¢5iE e 90 saldl 262
263 Article 4.8 of GDPR (httpsL//gdpr-info.eu/art-4-gdpr/)
264 Article 28, EU GDPR, 'Processor' (Available on: www.privacy-regulation.eu/en/article—
28-processor-GDPR.html) (Accessed on March 2, 2019 at 10:05 PM).
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"You consent and agree to the: iCloud collection and use of certain information

about you and your use of the service."?®
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265 https: //www.apple.com/au/legal/internet-services icloud/en/terms.html
(Accessed on March 2, 2019 at 12:20 PM).
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