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:E—money duig SSIN) 368l Yol

asall a8yl Jiall s (E-money .aii.) Electronic Money L“;T A g pSIY) 2l
il e el lin g ) Aasyl) 38 (g Ame Bad agats J padid haans )l 385
oy Ay SV agill gy aumsdl) Leta g pSIY) gkl odatiy e U AaadiY)s dlad)
3580 Sl ygysV) asasil (e Al 52l e % 2009 Jolf 16 w5 EC/110/2009
el e dg sty
““electronic money’ means electronically, including magnetically, stored
monetary value as represented by a claim on the issuer which is issued on
recelpt of funds for the purpose of making payment transactions as defined in

point 5 of Article 4 of Directive 2007/64/EC, and which is accepted by a natural

or legal person other than the electronic money issuer,”

i) A Gulas) iimy 8l 1368 2014 alad W Jarl de sana 508 8 5ysSll 25l AT e adinin 3
A Ll ol Vs cila sl laaY de genall 44e

35 European Central Bank

36 Directive 2009/110/EC of the European Parliament and of the Council of 16 September

2009 on the taking up, pursuit and prudential supervision of the business of electronic money

institutions amending Directives 2005/60/EC and 2006/48/EC and repealing Directive

2000/46/EC, Official Journal of the European Union, L.267/7, 10 Oct. 2009.
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Al BUai e Bamfie & 26 028 o) ¢ Ul

:Virtual Assets i)y Joay) o Virtual Currencies duca)idy) et sl

2 ccpiall e Jeo Wl Jeall e gann Ji (0 32ainal) Cilallaiadlly cagylaill o pas
cule 2014 Al b Glal e 8 e s Jsf 8 "l i) el bl gl (o
Virtual "yl 8] el 5 ailaiinly 2018 aladl o Jo¥) Gl e & pellanadl) cilie
gl e e, 7 Assets
‘A virtual asset is a digital representation of value that can be digitally traded, or
transferred, and can be used for payment or investment purposes. Virtual assets
do not include digital representations of fiat currencies, securities and other
financial assets that are already covered elsewhere in the FATF
Recommendations.”
Non— (el 4L e (1) Pules I LualidV) dud )l cDleall andhi cafles
tlaih Lgisdliey o siing «CoNvertible Jyeill 4Ll (<) Convertible

Agan )l 25810 ae Lelias (Ko ¥ Al @l s :Non—Convertible (Jsaill ALEY & cdlead) (§

Dlaall e (e s o ECB 15)sY) 3all Gl (338 . (fime ol jidl alle 4 jeaiie Lgdllaid

37 FATF. “Regulation of Virtual Assets,” France, 19 Oct. 2018,
https://www.fatf-gafi.org/fr/publications /recommandationsgafi/documents/regulation—virtual—
assets.html?hf<=10&b=0&s=desc(fatf_releasedate)

38 FATF. Report on Virtual Currencies, 2014, Op.cit., p. 4.
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cileall daadl) Blaill Jah 33 ga sall cilaadlls ailiadly adud) )i (o cDleall p20 (&ai L galaY)
League of il i Riot Points RP S ¢dlaall 038 (e . alall 35580 jaie (g Ulle
(Jhall Juw =8 .Reddit Jalall 4,3 e dlaxiuadl Reddit Coins 1l 55,030 Legends
A Somd V531,99 Jlie 4808l palall jaiall (0 Reddit coins 500 e Jlasinl) Ka
Ay clgallais lgingdal BIA Jypaill 446 Canpal 458500 CDlaal) 038 (o Limny o
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39 ECB. Virtual Currency Schemes, October 2012, pp. 13-15,
http: //www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemes2(01210en. pdf
40 ibid., p. 14.
41 https: //www.reddit.com/coins
'Bidirectional Flow" _als¥) Ul Gasll culd cdleally cdlaall oda a5)s¥1 (3Spall Cipeaall Cije 42
—ECB. Virtual Currency Schemes, 2012, Op.cit., p. 14.
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43 FATF. Report on Virtual Currencies, 2014, Op.cit., p. 5.
JSlie elya gBle) cpal Loy cilS ll .Gold & Silver Reserve Inc 4 (e 1996 aladl 3 leupuls 5 44
LAilial g dui g8

4 FATF. Report on Virtual Currencies, 2014, Op.cit., p. 5.
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iyl J gV pellas 29)s¥) (538 5all Copmall adie ) ccilulys y)lE sac dayg 4l V)
layys lbaadll juas Cusy CLSd) e L) cDlell’ e Ya Crypto-Assets
dagltl) 4,050 Jeal) sang caide 281 LAucal ) dpadyll cDLeal) ila s Ayl - laally
Al e 2019 alal )6 3 Crypto—Assets Task Force 3! @3 pal) Capaall
‘A new type of asset recorded in digital form and enabled by the use of
cryptography that is not and does not represent a financial claim on, or a liability
of, any identifiable entity.”

clhias gy V) adic] ;4% AMLD 5 Jloa) (s AadlSal (paldl) g ¥ Asasil -

AadlSal el 4 ) Cin903 2018 alall & 2y (s Virtual Currencies da) i) EBlaall

e sl 3a aumy L AaliEV) EOleall Jadid bl 4l Glai P AMLD 5 J1saY) (s

46 “A virtual currency is a type of unregulated, digital money, which is issued and usually
controlled by its developers, and used and accepted among the members of a specific virtual
community”.

—-ECB. Virtual Currency Schemes, 2012, Op.cit., p. 13.

47 European Central Bank Crypto—Assets Task Force. Paper on Crypto—Assets:
Implications for Financial Stability, Monetary Policy, and Payments and Market
Infrastructures, No. 223, May 2019, p. 3,
https://www.ecb.europa.eu/pub/pdf/scpops/ecb.op223~3ce14e986¢c.en.pdf

48 Fifth Anti—-Money Laundering Directive

49 Council of Europe: Directive 843\2018 of the European Parliament and of the Council of
30 May 2018 amending Directive 849\2018 on the prevention of the use of financial system
for the purpose of money laundering or terrorist financing, and amending Directives
2009/138/EC and 2013/36/EU, Official Journal of the European Union, L.156, 19 Jun.
2018.
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Ay laliy) 21485031 FINCEN 4S5 jaal (2019 aladl b 148,048 FINCEN 45,4 —
Application of FinCEN’s Regulations to Certain Business Models' ;)sc ca
L padl 4l el8 Guls s Jslis ?'Involving Convertible Virtual Currencies
ASus aadie) . Jysaill AL dpalil cDlee e ool Ao Jleel zila e L) asill

EDlanl) o g5 Ll e lgiihe s PCVC Jyeaill AL dpa) Y1 cDlexll wllaias FiNCEN

N art. 1 (2)(d)(18) of AMLD 5:

“virtual currencies” means a digital representation of value that is not issued or guaranteed
by a central bank or a public authority, is not necessarily attached to a legally established
currency and does not possess a legal status of currency or money, but is accepted by natural
or legal persons as a means of exchange and which can be transferred, stored and traded
electronically.”

>! Financial Crimes Enforcement Network

2 FinCen. “Application of FinCEN’s Regulations to Certain Business Models Involving
Convertible Virtual Currencies”, FIN-2019-G001, 9 May 2019,
https: //www.fincen.gov/resources/statutes—regulations/guidance/application—fincens—
regulations—certain—business—-models

53 Convertible Virtual Currencies
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>4 “CVC is a type of virtual currency that either has an equivalent value as currency, or acts
as a substitute for currency, and is therefore a type of “value that substitutes for currency”.”
—FinCEN. Op.cit., p. 7.

35 U.S. Securities and Exchange Commission

%6 U.S. SEC. 'Framework for “Investment Contract' Analysis of Digital Assets,” 3 Apr. 2019,
https: //www.sec.gov/files/dIt-framework.pdf

7 “The term "digital asset," as used in this framework, refers to an asset that is issued and
transferred using distributed ledger or blockchain technology, including, but not limited to, so—
called "virtual currencies," "coins," and "tokens'.”

-U.S. SEC, ibid., p. 12.

8 LOI no. 2019-486 du 22 Mai 2019 relative a la croissance et la transformation des
entreprises (1), JORF No. 0119 du 23 Mai 2019, texte No. 2,

https: //www.legifrance.gouv.fr/eli/loi/2019/5/22/ECOT1810669L /jo/texte
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 art. 86: “art. L. 54-10-1.— Pour l'application du présent chapitre, les actifs numériques

comprennent:

2— Toute représentation numérique d'une valeur qui n'est pas émise ou garantie par une
banque centrale ou par une autorité publique, qui n'est pas nécessairement attachée a une
monnaie ayant cours légal et qui ne posséde pas le statut juridique d'une monnaie, mais qui
est acceptée par des personnes physiques ou morales comme un moyen d'échange et qui
peut étre transférée, stockée ou échangée électroniquement.”
4568-4546 claiall 2018/10/18 o 45 sae eyl saal) 2018/10/10 b 81 a8, oysld 0
(i) el il il g FSIY) D alaall () 58)
61 Robby Houben, and Alexander Snyers. Study requested by the European Parliament's
TAX3 Committee, on “Cryptocurrencies and Blockchain Legal Context and Implications
for Financial-Crime, Money Laundering and Tax Evasion,” No. PE 619.024, Brussels,
July 2018, p. 20, http://www.europarl.europa.eu/committees/en/supporting—analyses—

search.html
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62 Vigna, and Casey. The age of cryptocurrency, Op.cit., p. 121.
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63 id., pp. 4,5.

64 Satoshi Nakamoto. “Bitcoin: A Peer-to—Peer Electronic Cash System”, 2008, p. 1,
www.bitcoin.org.

65 Vigna, and Casey. The age of cryptocurrency, Op.cit., p. 5.

66 Paul Baran. Report On distributed communications: I. Introduction to distributed
communications networks, United States Air Force Project RAND, RM-3420-PR, 1964, p.
2.
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67 Arvind Narayanan, et al. Bitcoin and Cryptocurrency Technologies: A Comprehensive
Introduction, Princeton University Press, 2016, p. 73.
8 Central Processing Unit
% Andreas M. Antonopoulos. Mastering Bitcoin: Programming The Open Blockchain,
"O'Reilly Media, Inc.", 2nd edition, 2017, pp. 1,2.
70 Saifedean Ammous. The Bitcoin Standard: The Decentralized Alternative to Central
Banking, John Wiley & Sons, 2018, pp. 170,171.
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73 Antonopoulos. Mastering Bitcoin, Op.cit., p. 2.
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74 Narayanan, et al. Bitcoin and cryptocurrency technologies, Op.cit., pp. 72,73.
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76 Michael J. Casey, and Paul Vigna. The Truth Machine: The Blockchain and the Future
of Everything, St. Martin's Press, New York, February 2018, pp. 18,24.
77 Ammous. The bitcoin standard, Op.cit., pp. 170,171.
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201 Rapport au Ministre de I’Economie et des Finances, Les crypto—-monnaies, 4 Juillet
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018.pdf
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203 Reglement général de I'Autorité des marchés financiers, https://www.amf-
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204 art.86 (L. 54-10-4): “L'exercice de la profession de prestataire des services mentionnés
aux 1 et 2 de l'article L. 54-10-2 est interdit a toute personne n'ayant pas été enregistrée
au préalable par I'Autorité des marchés financiers.”
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texte No. 25, https://www.legifrance.gouv.fr/eli/decret/2019/11/21/ECOT1919608D/jo/texte
206 Section 4 de l'article 86 de la loi PACTE.

68



il 4 sgant) il

Ciagad Al cOleall Sl (e dans¥) @l (B 3s e Jol Ol Cipemn i)
Ciylaall I @3S5all Capad) 455 3% 2013 Aladl e V) 0588 19 56 900 &8 Dhe)
3580 olaws Las agetis Jseendly Allall Adalugll hlinigay ddhpal) Clungay bl ilisally
(Platforms) claidl' gsas axe dadly o 2DV Gai ails . csSill adlly "Lyl Y|
Slos clahani ol il (Y Mgl a2 Jslis laal Wgihaudsy 2y Al (Networks) ciSuil)
Cuapd Jla (A 280 o2 el Lo o Al Jlsa) g lajind ey S58 Slea Ul 2gag ae
Uand dald daalaY) bl leas dadlsy D leall o3 land (il (e Load s L jileal
S Cipme s Dleyl e g ladland 2 ) hlaadl oded Khind . lay¥) dysaiy JlseY)
c258 1388 Jlaxinalg Biling o)y

7th CSR The (sl .l 358 ol sl Pl 2017 Bl
el Gl Aol Gl 3y gl Gipas Sla ¢l P LEBANON FORUM
O el U 3l Capaall e cangid aily gl (815 cdiiand) o B0 1ha cantins " <Y
Giiail) Qg iy S whall e lead) ] laain) (adYls A D) Sl panily o

Ol Sl oo sily el sda aiey sl auagd (lslam Cijlaall e 350 dialy Lalal)
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Cointelegraph, 3 Jan. 2014,
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212 Directive 2009/110/EC of the European Parliament and of the Council of 16 September
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2000/46/EC, Official Journal of the European Union, L.267/7, 10 Oct. 2009.
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218 .S, Attorney's Office of Southern District of New York, Ross Ulbricht. the Creator and
Owner of the Sitk Road Website, Found Guilty in Manhattan Federal Court on All Counts, 5
Feb. 2015, https://www.fbi.gov/contact-us/field-offices/newyork/news/press—releases/ross—
ulbricht-the—creator-and-owner-of-the-silk—road-website—found—guilty—in—-manhattan-

federal-court—on—all-counts, Accessed 6 Aug. 2019.
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219 Eric Chabrow. “Can Cyber Terrorism Exist? — Interview with Jim Harper of the Cato
Institute,” Government Info Security News, 10 Jul. 2009,

https: //www.govinfosecurity.com/interviews/cyber—terrorism—exist—interview—jim-harper—
cato—institute-i-283

220 Michael L. Gross, et al. "The psychological effects of cyber terrorism.” Bulletin of the
Atomic Scientists, Vol. 72.5, 2016, pp. 284-291.

221 Victoria Baranetsky. “What is cyberterrorism? Even experts can't agree,” The Harvard
Law Record, 5 Nov. 20009,

https://web.archive.org/web/20091112093639 /http://www.hirecord.org/news /what-is—
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246 Preamble of the Security Council resolution n.2462/2019:

“Further noting with grave concern that terrorists, including foreign terrorist fighters, and
terrorist groups may move and transfer funds, including through financial institutions,
abuse of legitimate businesses and non-profit organizations, including as front businesses
and organizations and cash-couriers, as well as through the use of emerging payment
methods, such as prepaid cards and mobile—payments or virtual-assets.”

247 Par. n. (21), ibid. myas

“Welcomes in that regard FATF’ s ongoing work concerning virtual assets and virtual assets
service providers, including its October 2018 amendments to the FATF standards and
statement on the Regulation of Virtual Assets, and encourages Member States to apply
risk-based anti-money laundering and counter—terrorist financing regulations to virtual
asset service providers, and to identify effective systems to conduct risk-based

monitoring or supervision of virtual asset service providers;”
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Abbreviations «)Laidy)

AML Anti—-Money Laundering

AMLD Anti—-Money Laundering Directive

ATM Automated Teller Machine

BaFin The Federal Financial Supervisory Authority
BTC bitcoin

CFTC U.S. Commodity Futures Trading Commission
CPU Central Processing Unit

CRA Canada Revenue Agency

CTF Combating the Financing of Terrorism
CVvC Convertible Virtual Currency

Crypto Cryptocurrency

DDoS Distributed Denial of Service

DLT Distributed Ledger Technology

DVC Decentralised Virtual Currency

Eth Ethereum

EU European Union

FATF Financial Action Task Force

FBI Federal Bureau of Investigation
FinCEN Financial Crimes Enforcement Network
FinTech Financial Technology

FIU Financial Intelligence Unit

GDPR General Data Protection Regulation
ibid ibidem

id idem

ICO Initial Coin Offering

CWP Custodian Wallet Providers

IMF International Monetary Fund

IP Internet Protocol
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IS

IT
JORF
KYC
Loc. cit.
MSB
No.
Op. cit.
P2P
par.

p.

PP.
SEC
SHA
UN
UNOCT
VASP
VCE
VC
Vol.
XMR
XVG
ZEC

Information Security

Information Technology

Journal Officiel de la République Francaise
Know Your Customer

Loco Citato

Money services business

Number

Opere Citato

Peer to Peer

Paragraph

Page

Pages

U.S. Securities and Exchange Commission
Secure Hash Algorithms

United Nations

United Nations Counter—Terrorism Office
Virtual Currency Service Provider

Virtual Currency Exchange

Virtual Currency

Volume

Monero

Verge

Zcash
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Abstract

A purely peer-to-peer version of electronic cash would allow online payments to be sent
directly from one party to another without going through a financial institution. Digital
signatures provide part of the solution, but the main benefits are lost if a trusted third
party is still required to prevent double-spending. We propose a solution to the double-
spending problem using a peer-to-peer network. The network timestamps transactions
by hashing them into an ongoing chain of hash-based proof-of-work, forming a record
that cannot be changed without re doing the proof-of-work. The longest chain not only
serves as proof of the sequence of events witnessed, but proof that it came from the
largest pool of CPU power. As long as a majority of CPU power is controlled by nodes
that are not cooperating to attack the network, they'll generate the longest chain and
outpace attackers. The network itself requires minimal structure. Messages are
broadcast on a best effort basis, and nodes can leave and rejoin the network at will,
accepting the longest proof-of-work chain as proof of what happened while they were
gone.

1. Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions
serving aa trusted third parties to process electronic payments. While the system works
well enough formost transactions, it still suffers from the inherent weaknesses of the
trust based model.Completely non-reversible transactions are not really possible, since
financial institutions cannot avoid mediating disputes. The cost of mediation increases
transaction costs, limiting theminimum practical transaction size and cutting off the
possibility for small casual transactions, and there is a broader cost in the loss of ability
to make non-reversible payments for non-reversible services. With the possibility of
reversal, the need for trust spreads. Merchants mustbe wary of their customers, hassling
them for more information than they would otherwise need.A certain percentage of
fraud is accepted as unavoidable. These costs and payment uncertainties can be avoided
in person by using physical currency, but no mechanism exists to make payments over
a communications channel without a trusted party.

What is needed is an electronic payment system based on cryptographic proof instead
of trust,allowing any two willing parties to transact directly with each other without the
need for a trusted third party. Transactions that are computationally impractical to
reverse would protect sellers from fraud, and routine escrow mechanisms could easily
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be implemented to protect buyers. In this paper, we propose a solution to the double-
spending problem using a peer-to-peer distributed timestamp server to generate
computational proof of the chronological order of transactions. The system is secure as
long as honest nodes collectively control more CPU power than any cooperating group
of attacker nodes.

2. Transactions

We define an electronic coin as a chain of digital signatures. Each
owner transfers the coin to the next by digitally signing a hash of the
previous transaction and the public key of the next ownerand adding
these to the end of the coin. A payee can verify the signatures to
verify the chain of ownership.

The problem of course is the payee can't verify that one of the owners
did not double-spend the coin. A common solution is to introduce a
trusted central authority, or mint, that checks every transaction for
double spending. After each transaction, the coin must be returned to
the mint to issue a new coin, and only coins issued directly from the
mint are trusted not to be double-spent. The problem with this
solution IS that the fate of the entire money system
depends on the company running the mint, with every transaction
having to go through them, just like a bank.

We need a way for the payee to know that the previous owners did not sign any earlier
transactions. For our purposes, the earliest transaction is the one that counts, so we don't
care about later attempts to double-spend. The only way to confirm the absence of a
transaction is to be aware of all transactions. In the mint based model, the mint was
aware of all transactions and decided which arrived first. To accomplish this without a
trusted party, transactions must be publicly announced [1], and we need a system for
participants to agree on a single history of the order in which they were received. The
payee needs proof that at the time of each transaction, the majority of nodes agreed it
was the first received.

3. Timestamp Server

The solution we propose begins with a timestamp server. A timestamp
server works by taking a hash of a block of items to be timestamped and widely
publishing the hash, such as in a newspaper or Usenet post [2-5]. The timestamp proves
that the data
must have existed at thetime, obviously, in order to get into the hash.
Each timestamp includes the previous timestamp in its hash, forming a
chain, with each additional timestamp reinforcing the ones before it.
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4. Proof-of-Work

To implement a distributed timestamp server on a peer-to-peer basis, we will need to
use a proof-of-work system similar to Adam Back's Hash cash [6], rather than
newspaper or Usenet posts. The proof-of-work involves scanning for a value that when
hashed, such as with SHA-256, the hash begins with a number of zero bits. The average
work required is exponential in the number of zero bits required and can be verified by
executing a single hash. For our timestamp network, we implement the proof-of-work
by incrementing a nonce in the block until a value is found that gives the block's hash
the required zero bits.

Once the CPU effort has been expended to make it satisfy the proof-of-work, the block
cannot be changed without redoing the work. As later blocks are chained after it, the
work to change the block would include redoing all the blocks after it.

Block Block
P Prev Hash Nonce » Prev Hash Nonce
Tx Tx Tx Tx

The proof-of-work also solves the problem of determining representation
In majority decision making. If the majority were based on one-IP-address-one-vote, it
could be subverted by anyone able to allocate many IPs. Proof-of-work is essentially
one-CPU-one-vote. The majority decision is represented by the longest chain, which
has the greatest proof-of-work effort investedin it. If a majority of CPU power is
controlled by honest nodes, the honest chain will grow thefastest and outpace any
competing chains. To modify a past block, an attacker would have toredo the proof-of-
work of the block and all blocks after it and then catch up with and surpass the work of
the honest nodes. We will show later that the probability of a slower attacker catching
up diminishes exponentially as subsequent blocks are added.

To compensate for increasing hardware speed and varying interest in running nodes
over time,the proof-of-work difficulty is determined by a moving average targeting an
average number of blocks per hour. If they're generated too fast, the difficulty increases.
5. Network

The steps to run the network are as follows:

1) New transactions are broadcast to all nodes.

2) Each node collects new transactions into a block.

3) Each node works on finding a difficult proof-of-work for its block.

4) When a node finds a proof-of-work, it broadcasts the block to all nodes.

5) Nodes accept the block only if all transactions in it are valid and not already spent.
6) Nodes express their acceptance of the block by working on creating the
next block in thechain, using the hash of the accepted block as the
previous hash.

Nodes always consider the longest chain to be the correct one and will keep working on
extending it. If two nodes broadcast different versions of the next block simultaneously,
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some nodes may receive one or the other first. In that case, they work on the first one
they

received,but save the other branch in case it becomes longer. The tie
will be broken when the next proof-of-work is found and one
branch becomes longer; the nodes that were  working on
the other branch will then switch to the longer one.

New transaction broadcasts do not necessarily need to reach all nodes. As
long as they reach many nodes, they will get into a block before long.
Block broadcasts are also tolerant of dropped messages. If a node does
not receive a block, it will request it when it receives the next block
and realizes it missed one.

6. Incentive

By convention, the first transaction in a block is a special transaction that starts a new
coin owned by the creator of the block. This adds an incentive for nodes to support the
network, and provides a way to initially distribute coins into circulation, since there is
no central authority to issue them.The steady addition of a constant of amount of new
coins is analogous to gold miners expending resources to add gold to circulation. In our
case, it is CPU time and electricity that is expended.

The incentive can also be funded with transaction fees. If the output
value of a transaction is less than its input value, the difference is a transaction fee that
Is added to the incentive value of the block containing the transaction. Once a
predetermined number of coins have entered circulation, the incentive can transition
entirely to transaction fees and be completely inflation free.

The incentive may help encourage nodes to stay honest. If a greedy attacker is able to
assemble more CPU power than all the honest nodes, he would have to choose between
using it to defraud people by stealing back his payments, or using it to generate new
coins. He ought to find it more profitable to play by the rules, such rules that favour him
with more new coins than everyone else combined, than to undermine the system and
the validity of his own wealth.

7. Reclaiming Disk Space

Once the latest transaction in a coin is buried under enough blocks, the spent
transactions before it can be discarded to save disk space. To facilitate this without
breaking the block's hash,transactions are hashed in a Merkle Tree [7][2][5], with only
the root included in the block's hash.Old blocks can then be compacted by stubbing off
branches of the tree. The interior hashes do not need to be stored.
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Block
Block Header (Block Hash)

Block
Block Header (Block Hash)

Prev Hash Nonce Prev Hash Nonce
Root Hash Root Hash
« » 4 »

Hash01 Hash23 Hash01 Hash23
4 > 4 > 4d >
HashO Hash1 Hash2 Hash3 Harsh2 Hash3
A A A A A
Tx0 Tx1 ™2 Tx3 Tx3

Transactions Hashed in a Merkle Tree After Pruning Tx0-2 from the Block

A block header with no transactions would be about 80 bytes. If we suppose blocks a
regenerated every 10 minutes, 80 bytes * 6 * 24 * 365 = 4.2MB per year. With computer
systems typically selling with 2GB of RAM as of 2008, and Moore's Law predicting
current growth of 1.2GB per year, storage should not be a problem even if the block
headers must be kept in memory.

8. Simplified Payment Verification

Itis possible to verify payments without running a full network node. A user only needs
to keep a copy of the block headers of the longest proof-of-work chain, which he can
get by querying network nodes until he's convinced he has the longest chain, and obtain
the Merkle branch linking the transaction to the block it's timestamped in. He can't check
the transaction for himself, but by linking it to a place in the chain, he can see that a
network node has accepted it,and blocks added after it further confirm the network has
accepted it.

Longest Proof-of-Work Chain

Block Header Block Header Block Header
» Prev Hash Nonce » Prev Hash Nonce »  Prev Hash Nonce >
Merkle Root Merkle Root Merkle Root
I " A I
Hash01 Hash23
4

Merkle Branch for Tx3

Hash2 Hash3

!

[ T3 |

As such, the verification is reliable as long as honest nodes control the network, but is
more vulnerable if the network is overpowered by an attacker. While network nodes
can verify transactions for themselves, the simplified method can be fooled by an
attacker's fabricated transactions for as long as the attacker can continue to overpower
the network. One strategy to protect against this would be to accept alerts from network
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nodes when they detect an invalid block, prompting the user's software to download the
full block and alerted transactions to confirm the inconsistency. Businesses that receive
frequent payments will probably still want to run their own nodes for more independent
security and quicker verification.

9. Combining and Splitting Value

Although it would be possible to handle coins individually, it would be unwieldy to
make a separate transaction for every cent in transfer. To allow value to be split and
combined, transactions contain multiple
inputs and outputs. Normally there will be either a single input from a larger previous
transaction or multiple inputs combining smaller amounts, and at most two outputs: one
for the payment, and one returning the change, if any, back to the sender.

Transaction

~» In Out >
> In >
> .

It should be noted that fan-out, where a transaction depends on several
transactions, and those transactions depend on many more, is not a
problem here. There is never the need to extract a complete standalone
copy of a transaction’s history.

10. Privacy

The traditional banking model achieves a level of privacy by limiting access to
information to the parties involved and the trusted third party. The necessity to
announce all transactions publiclyprecludes this method, but privacy can still be
maintained by breaking the flow of information in another place: by keeping public
keys anonymous. The public can see that someone is sendingan amount to someone
else, but without information linking the transaction to anyone. This is similar to the
level of information released by stock exchanges, where the time and size of individual
trades, the "tape", is made public, but without telling who the parties were.

Traditional Privacy Model

Trusted

Identities Transactions > Third Party

P Counterparty Public

New Privacy Model

Identities Transactions > Public

As an additional firewall, a new key pair should be used for each transaction to keep
them from being linked to a common owner. Some linking is still unavoidable with
multi-input transactions, which necessarily reveal that their inputs were owned by the
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same owner. The riskis that if the owner of a key is revealed, linking could reveal other
transactions that belonged to the same owner.

11. Calculations

We consider the scenario of an attacker trying to generate an alternate chain faster than
the honest chain. Even if this is accomplished, it does not throw the system open to
arbitrary changes, such as creating value out of thin air or taking money that never
belonged to the attacker. Nodes are not going to accept an invalid transaction as
payment, and honest nodes will never accept a block containing them. An attacker can
only try to change one of his own transactions to take back money he recently spent.
The race between the honest chain and an attacker chain can be characterized as a
Binomial Random Walk. The success event is the
honest chain being extended by one block, increasing itslead by +1, and
the failure event is the attacker's chain being extended by one block,
reducing the gap by -1.The probability of an attacker catching up from a given deficit
is analogous to a Gambler's Ruin problem. Suppose a gambler with unlimited credit
starts at a deficit and plays potentially aninfinite number of trials to try to reach
breakeven. We can calculate the probability he ever reaches breakeven, or that an
attacker ever catches up with the honest chain, as follows [8]:

p = probability an honest node finds the next block
g = probability the attacker finds the next block
g. = probability the attacker will ever catch up from z blocks behind

_| 1 ifp=q
" \lg/p) ifp>q

Given our assumption that p > g, the probability drops exponentially as the number of
blocks the attacker has to catch up with increases. With the odds against him, if he
doesn't make a lucky lunge forward early on, his chances become vanishingly small as
he falls further behind.
We now consider how long the recipient of a new transaction
needs to wait before being sufficiently certain the sender can't change the transaction.
We assume the sender is an attacker who wants to make the recipient believe he paid
him for a while, then switch it to pay back to himself after some time has passed. The
receiver will be alerted when that happens, but the sender hopes it will be too late. The
receiver generates a new key pair and gives the public key to the sender shortly before
signing. This prevents the sender from preparing a chain of blocks ahead of time by
working on it continuously until he is lucky enough to get far enough ahead, then
executing the transaction at that moment. Once the transaction is sent, the dishonest
sender starts working in secret on a parallel chain containing an alternate version of his
transaction.
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The recipient waits until the transaction has been added to a block and z
blocks have been linked after it. He doesn't know the exact amount of progress the
attacker has made, but assuming the honest blocks took the average expected time per

block, the attacker's potential progress will be a Poisson distribution with expected
value:

A=2Z 9
P

To get the probability the attacker could still catch up now, we multiply the Poisson

density for each amount of progress he could have made by the probability he could
catch up from that point:

i?\e _:(q/p)(z_k) .g'kaz\
~ I ifk>z

Converting to C code...
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#include <math.h>

double AttackerSuccessProbability(double g, int z)
{
double p = 1.0 - g;
double lambda = z * (q / p);
double sum = 1.0;
Int i, kg
for (k = 0; k <= z; k++)
{
double poisson = exp(-lambda) ;
for (1 = 1; 1 <= k; 1i++)
poisson *= lambda / i;
sum -= poisson * (1 - pow(q / p, 2 - KkK));

}

return sum;

Running some results, we can see the probability drop off exponentially with z.

0=0.1z=0
P=1.0000000z=1
P=0.2045873z=2
P=0.0509779z=3
P=0.0131722z=4
P=0.0034552z=5
P=0.0009137z=6
P=0.0002428z=7
P=0.0000647z=8
P=0.0000173z=9
P=0.0000046z=10
P=0.0000012g=0.3z=0
P=1.0000000z=5
P=0.1773523z=10
P=0.0416605z=15
P=0.0101008z=20
P=0.0024804z=25
P=0.0006132z=30
P=0.0001522z=35
P=0.0000379z=40
P=0.0000095z=45
P=0.0000024z=50
P=0.0000006
Solving for P less than 0.1%...
P <0.0019=0.10
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z=50=0.15

z=80=0.20

z=119=0.25

z=15¢0=0.30

z=249=0.35

z=419=0.40

z=89¢=0.45

z=340

12. Conclusion

We have proposed a system for electronic transactions without relying on trust. We
started with the usual framework of coins made from digital signatures, which provides
strong control ofownership, but is incomplete without a way to prevent double-
spending. To solve this, we proposed a peer-to-peer network using proof-of-work to
record a public history of transactions that quickly becomes computationally
impractical for an attacker to change if honest nodescontrol a majority of CPU power.
The network is robust in its unstructured simplicity. Nodes work all at once with little
coordination. They do not need to be identified, since messages arenot routed to any
particular place and only need to be delivered on a best effort basis. Nodes canleave and
rejoin the network at will, accepting the proof-of-work chain as proof of what happened
while they were gone. They vote with their CPU power, expressing their acceptance
ofvalid blocks by working on extending them and rejecting invalid blocks by refusing
to work onthem. Any needed rules and incentives can be enforced with this consensus
mechanism.
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SilkRoad ,133.4 31 :8 ?5) (dala

s ilk Road messages 1~ orders 0 | account 80.00 the Dread Pirate Roberts *

anonymous market Search - Hi, I 0

Shop by Category

Drugs 4,093
Cannabis 999
Dissociatives 78
Ecstasy 314
Opioids 354
Other 153
Precursors 18
Prescription 903
Psychedelics 586
Stimulants 390
Apparel 82
Art 5
Books 768
Collectibles 15
Computer equipment 42
Custom Orders 27
Digital goods 369
Drug paraphernalia 153
Electronics 35
Erotica 296
Fireworks 5
Food 4
Forgeries 55
Hardware 1
Herbs & Supplements 11
Home & Garden 6
Jewelry 57

(I S N

logout

News
Closing the Armory
A brand new look for
Silk Road!
The gift that keeps on
giving
- g ! "
5G Cocaine Pure Cistal  [28.0G] High Quality Crystal Yho's your favorte’
Flakes Meth BRAND SUBOXONE 1mg Acknowledging Heroes
$41.94 $188.72 $0.91

Cocaine of high quality over *Ethyphenidate* -2,5g- of the Colombian Cocaine Lady’s  0.5g #3 Brown Heroin , good
80% purity 25 gram best racemic HCI qit and Gentleman 10G quality!
$190.12 $6.18 $67.32 B7.52
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Al Sadaqgah

An idependant organisation that is
benifiting and providing the Islamic rebels
in Syria with fininacal aid. Donate
anonymously with Bitcoin and Monero

[ Joined December 2017
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Dark Web Currency

Monero
Ethereum
Bitcoin Cash

Dash

Litecoin

LTC 35%
XMR 15%

DASH 24%
LTC 11%

BCH15% DASH 9%

ETH 9% ETH 9%

Eastern European Dark Web
gom >eq Buneads-ysijdu3

ZEC 4%
XMR 3%

BCH 6%

BTC (Bitcoin) 190%

*|;|- Recorded Future

https: //www.recordedfuture.com/ : s 4l
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WannaCry g aguilyll daad (e zigai:l1 ad) (ala

5 Wana DecryptOr 2.0 @
Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on .
y =3 Can | Recover My Files?

S/152017 23:37:34 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt:.

Butif you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Alsp, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

m

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin=.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins=.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

ARAT O WA 3 ___a_ T_13___

SM92017 23:37:34

Time Left

Send $300 worth of bitcoin to this address:

bitcoin

et [13AMaVW2dhxY gXeQepoHkH SQuy6NgaEb94

https: //www.bbc.com/news adsa :aaall
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