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I REGLEMENT (UE) N° 910/2014 DU PARLEMENT EUROPEEN ET DU CONSEIL du 23

juillet 2014 sur I’identification électronique et les services de confiance pour les transactions

électroniques au sein du marché intérieur et abrogeant la directive 1999/93/CE, Publié au JO

L, N° L 257/73,28/8/2014, telechargé en version PDF du site: https://eur—lex.europa.eu/legal-

content, Consulté le: 06—-02-2022.
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I'Loi n° 2000-230 du 13 mars 2000, portant adaptation du droit de la preuve aux technologies
de l'information et relative a la signature électronique, avec toutes ses modifications disponible
sur le web: https://www.legifrance.gouv.fr/, consulté le: 08-02-2022.

2 Article 1316-4:

La signature nécessaire a la perfection d'un acte juridique identifie celui qui I'appose. Elle

manifeste le consentement des parties aux obligations qui découlent de cet acte. Quand elle est

apposée par un officier public, elle confére l'authenticité a I'acte.

Lorsqu'elle est électronique, elle consiste en l'usage d'un procédé fiable d'identification
garantissant son lien avec I'acte auquel elle s'attache. La fiabilité de ce procédé est présumée,
jusqu'a preuve contraire, lorsque la signature électronique est créée, l'identité du signataire

assurée et l'intégrité de l'acte garantie, dans des conditions fixées par décret en Conseil d'Etat.
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I E.Caprioli, EDI et commerce électronique au regard des normes juridiques internationales,
Lamy Contrats internationaux, Div. 2, Annexe 100/2-1,Paris, 1996,p. 63.

2 E.Caprioli et I.Choukri, reflexions et perspectives autour de l'arbitrage international et du
commerce electronique: vers une nouvelle gouvernance du contentieux? — p 107, disponible sur
le site :

https://www.wgtn.ac.nz/, consulté le: 01-03-2022.
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dispositif sécurisé de création de signature électronique et que la vérification de cette signature

repose sur l'utilisation d'un certificat électronique qualifié.”

I Cass. Civ. 1ére, 30 sept. 2010, N° 09-685555, BICC N°734, 15 Janv. 2011.

2Cour d'appel de Nimes CA Nimes, 1re ch., 14 mars 2019, n° 17/03531, disponible sur le site:
https://www.doctrine.fr/d/CA/Nimes/2019/C52D70AD1C86427FE2BCD, consulté¢ le: 18-05-
2022.
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confiance dans les communications électroniques internationales p. 34
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I «monnaie électroniquex»: une valeur monétaire qui est stockée sous une forme électronique, y
compris magnétique, représentant une créance sur I’émetteur, qui est émise contre la remise de
fonds aux fins d’opérations de paiement telles que définies a I’article 4, point 5), de la directive
2007/64/CE et qui est acceptée par une personne physique ou morale autre que I’émetteur de
monnaie électronique;

2 «opération de paiementy: une action, initiée par le payeur ou le bénéficiaire, consistant & verser,
transférer ou retirer des fonds, indépendamment de toute obligation sous—jacente entre le payeur
et le bénéficiaire;
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' La monnaie électronique est une valeur monétaire qui est stockée sous une forme électronique,
y compris magnétique, représentant une créance sur I'émetteur, qui est émise contre la remise

de fonds aux fins d'opérations de paiement définies a l'article L. 133-3 et qui est acceptée par

une personne physique ou morale autre que I'émetteur de monnaie électronique.
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3 R.Razali, The Overview of E—cash: Implementation and Security Issues, https://www.giac.org,

acceced 01-10-2022.
56


https://www.legifrance.gouv.fr/affichCodeArticle.do?cidTexte=LEGITEXT000006072026&idArticle=LEGIARTI000020860740&dateTexte=&categorieLien=cid

) sl 3 A e Ay FSIY) Aleal) (680 Blas hlaall agaaes HUail 138 lie
Dleall o3 Jali dlee elnY Cipeaall L ponl Gl 2 L) arsiall lal)

ab¥sll & Mark Twain cajas J8 (e allaill s alael 25 485 (Digicash 4S)4 ol

D5l e sl 138 Js allad) 8 Capenn J31 iy 3 A 50aY) 52a3A

laalls Lasasl Cdemn Culus Oso3lly alill (e OS5 o (oumiy Uil 138 Canensg
Gaaly cdg SN Alealls 4l adia G ddely a3l oL S cdng S Alaalls AV dalal
DS Cipeadll (521 gidl) dsln 8 Lo L) Wadas (3o aging Aleall 038 dadlia (e salil
Jalal) lenlls mgiiall JAY) aln ) Lebigats ashs sl g SIY) dlaall
2 Graham Higgins 5 Tim Jones Ja (1 oWl 38 asead & cMondex aS,é ol .
JisaY) dsg 2y . "(Carte & Puce) danyall cld &alad) e 2Uaill 138 35505 Ll
MA@l ot Yy ol Bems Al 2Ll Bgas 0058 SV ibilan piilas o Lok
paall J8 (e

o ¢ aadianal) (D lalaall Asgutl Calls Cayla (gl 2 iy Wy cAaliall 2Uail) 138 sy Y
i) @leha) Tty Jalail) 8 depull 53l ) 635 o @l ola

Guip ASY) LagSally Aig ALY cliaad) B g Y gl g8 1A ByRa)

g S aled il Alad i eels Alatl) JleeY) alle dnlaglaall Jsia oo g

Hagll (pibalgall dlalan Jigeds b S IS Asbasbeall il Croale 38 36 dga (e

Ay SV daoKally Caped (s a1 alesdll (pe 3ally cilaatll alisg

Cjladd) Jlael b wand) ol dubad) 3))3) 3 850l Cilad) jon o b yilg duig Y 358 ¢ puse cdaal
gl sl lypdia cdansall Cg g Aaalag Gysindl 43S0 (gpiad) alall aigall Jlach cpulonly gill) igas)) oo
AoV L a Y e Yo 6‘;‘;)“ bl ‘djz(\ eyl

Nt a sé.\l.u.d\ eﬂ\ (s c‘f}L Y
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I Article 323-1,Modifié par LOI n°2015-912 du 24 juillet 2015 - art. 4:

Le fait d'accéder ou de se maintenir, frauduleusement, dans tout ou partie d'un systéme de
traitement automatisé de données est puni de deux ans d'emprisonnement et de 60 000 €
d'amende.

Lorsqu'il en est résulté soit la suppression ou la modification de données contenues dans le
systéme, soit une altération du fonctionnement de ce systéme, la peine est de trois ans
d'emprisonnement et de 100 000 € d'amende.

Lorsque les infractions prévues aux deux premiers alinéas ont été commises a l'encontre d'un
systéme de traitement automatisé de données a caractére personnel mis en ceuvre par I'Etat, la
peine est portée a cing ans d'emprisonnement et a 150 000 € d'amende.

’Article 323-3,Modifié par LOI n°2015-912 du 24 juillet 2015 - art. 4:

Le fait d'introduire frauduleusement des données dans un systéme de traitement automatisé,
d'extraire, de détenir, de reproduire, de transmettre, de supprimer ou de modifier frauduleusement
les données qu'il contient est puni de cing ans d'emprisonnement et de 150 000 € d'amende.
Lorsque cette infraction a été commise a I'encontre d'un systéme de traitement automatisé de
données a caractére personnel mis en ceuvre par |'Etat, la peine est portée a sept ans

d'emprisonnement et a 300 000 € d'amende.
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I Article 323-7, modifié par Loi n°2004-575 du 21 juin 2004 — art. 46 () JORF 22 juin 2004 :
La tentative des délits prévus par les articles 323-1 a 323-3-1 est punie des mémes peines.

2 Article 441-1, modifié par Ordonnance n°2000-916 du 19 septembre 2000 - art. 3 (V) JORF

22 septembre 2000 en vigueur le ler janvier 2002:

Constitue un faux toute altération frauduleuse de la vérité, de nature a causer un préjudice et

accomplie par quelque moyen que ce soit, dans un écrit ou tout autre support d'expression de

la pensée qui a pour objet ou qui peut avoir pour effet d'établir la preuve d'un droit ou d'un fait

ayant des conséquences juridiques.

Le faux et l'usage de faux sont punis de trois ans d'emprisonnement et de 45 000 euros

d'amende.
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BLOM

‘ BANK...

Peace of Mind

dig fsly)

* eBlom Portal Usage Conditions

This agreement is made and entered into by and batween

BLOM Bank s.a.

Refefred to hereafter as *The bank", OR “BLOM Bank~.

Anda
MeTRag .

eBlom Portal Usemname :

eBlom Portal Mailbox :

eBlom Portal Primary Mobile Number :

eBlom Portal Secondary Mobile Number : =

Nickname :

referred to hereafter as “The Customer~

1. Positioning and Definition of the eBlom Portal
—-—osiiening and Definition of the eBlom Portal
‘e channel thraugh which BLOM BANK delivers

-1.The eBlom Partal is meant to be an electroni
Solected products and services using the Internel. While BLOM BANK may. at its own
discretion. choose lo provide access, through the eBlom Portal channel, 1o any subset of e
P and that are avail
channels, BLOM BANK may also provide a 5
to praducts and services that are not thraugh other
the right to expand or to reduce the range of pi
ghannel at any lime without priar notice. BLOM BANK resarves also the fight 1o put cortain
: ions and/or inls that may vary with time and/or accarding (o customer
profiles on the services and products that are provided through this channat.
N e =Blam Portal may be used by BLOM BANK's sister o affilisted companies that may
provide electronic access (o their products and services through the eBlom Portal channel.
1.3. c agrees and to be bound by and to comply with any and all of this
agreement’s annexes and by all BLOM BANK-'s quir s i *
or any i 10 the access and use of the eBlom Portal
website and its related services as may be issued by BLOM BANK from fime (o time and/ar
posted an the eBlom Portal website.

2.Enroliment lo the eBlom Portal

Ihe enroliment (o the eBlom Portal has 1o be executed according o “Annex 1: eBlom Ponal
and :

=3 PaEsswords must be chosen in such a way that the: A
car license plates, elc.). The custamer shall

3-3. Moreover, the Authorized User agrees to take the necessary precautions to ensure the
securily of any data stored in that person’s INFORMATION systam.

5. Obligation to Exercise Due Diligenca
the Customer to be aware of any security precautions required 1o
nexes. The

5.1. ItIs the responsibility
protect his eBlam Porlal credentials which are defined in this agreement's an,
ty in order to the

Customer must take the most recent and
security risks associated wilh Intemet use.
3.2, The customer is obliged lo take particular care to protect the customer credentials from
P amarized access or use. The eBlom Portal credentials are fo be kept secret. They may
under no circumstances be divulged, let alane, passed on. to other persons or ctarey

‘electranically.

Y are not easy to detect or wik aut (i.e.
not bacod on telephone nuimbers. birth-aays,
change from lime to time his eBlom Portal pa:
that any computer or other davice which is used lo access the

against viruses and

3sword.

5.4. Customer shall make sure
eBlom Portal is free fram and B
other 5 or P by using Anti-Virus, A y 3
Personal Firewall and Firewall. C is for the Iatest

browser and other applications installed on his

security patches on his operating system,
cemputer ar another device used o accass the eBlam Portal.

5. Customer shall comply with the instructions or recommendations we may issue o him from
fime to time about eBlom Portal security. as displayed and accessible from ne o time through
ihe eBlom Portal. However, we do nol guarantee that these security lips are exbaustice o
complete.
S.6. Wnen the customer is instructed ta contact the Call Center, customer shall make sure to
dial ihe Call Center's number on 961-1-753000 or 951-1-758000 o on another number oc
published on BLOM BANK's official websile or official communication materiel.

5.7. The customer undertakes to notify and/or contact BLOM BANK immediately if there is
reason to believe. suspect that or have knowledge thal:

(a) the eBlom Portal credentials may have been compromised;
(b} the mobile number registered with BLOM BANK is lost, missing or replaced

(€) the SMS-b: One-Tis (OTFs) sent by BLOM BANK (where applicable) has
become known or been revealed (o any person other than (he customer

{d) there has been an unautharized access to the eBlom Portal or there has been an
i i via the eBlom Portal

tion on

5. Accountability
1. The customer is accountable and legally lable for all aclivities carried out after the system
has authorized access on the basis of a posilive check. C cannot, in any
ase. reject an operation executed via the eBlom Portal and its related servicas and in cace of
litigation: the electronic suppart kept at BLOM BANIK will ofe i 3
The Cu < tis and

that i
Ihe practices that administer them to require another eviden

the
the kind of

2 BLOM BANK shall be regarded as charged with axecuting any orders and complying with any
ions and notifications coming to it via the eBlom Partal delivery channel provided e
ntials check: any such orders,

The customer shall create his e8lom Portal Ci by the requi
After pasitive verification of the customer’s identity using

shall be enrolled to the eBlom Portal.

After successtul enroliment to the =Blom Portal, the custamer shall activate his eBlom Portal
cradentials.

. the

3.eBlom Portal Methods

The customer shall authenticate himself to the eBlom Porial as per
and 3

Each person completing the authentication process Is deemed by BLOM BANK (o be a rightful

gser fegardiess of whether Ihe parly in question is aclually an Authorized User.

BLOM BANK shall be as ized lo execute any coming via the eBlom

Porial provided that the system has granted access on the basis of & positive. identity check as

d:

per BLOM Banic's electronic records.

“Annex 1: eBlom Portal

4. Risks
4.1. The customer bears solel,
system (i.e. PC, ...) by
protecting password, (i) the lass of 1
transmission.
4.2. The customer is aware from transactions conducted using the
gBlom Portal defivery channel via open syslems accessible (0 anyone (even mr oo limited
io: public and private data transmission netwarks, Internet servers, acooss providers. .y, 1
aniEIeR Sead cannat prevent unauthorized persons (rom camying aut targeted manipuiations
20 ihe INFORMATION system of an Authorized User, especially via the Intermet, for which the
must assume %
If & connection with BLOM BANK is established through the eStom Portal channel, the
futhorized User agrees to monitor. for he purpose of combating efrors: and abuses. the
foinectness of the BLOM BANK address dialed and the encryplion of the data transmicsion
n electronic communication material on the eSlom Portal
ancy. the connection must be broken aff immediately and
orted to BLOM BANK.

'm (i) Ihe manipulation of his Information
e ar its

ly the risks arising fro
and/c
with data

users, (1) th
he mobile phone. (iv) or in conjunction

website. In the event of any discrep:
the observations made must be rep:

system has authorized access on the basis of a positive crede;
an Authorized User. Thus BLOM
i by

6.3. When arders are placed with BLOM BANK via the eBlom Portal channel, BLOM BANK is
fnevertheless entitled (o rafuse or to disregard individual orders at its own discretion i the avent of
Inadequate cover or in the event that an order exceeds an approved line of credil, or if the arder is

i i or if it does not comply with the applicable laws or with BLOM
procedures or with BLOM BANK's sister or affilisted companies®

BANK’s internal policies and
internal policies and procedures

6.4. BLOM BANK cannot be held ible of ing. ing or the i
Sfany order. nor can it be heid responsible of refusing or disregarding any order. fof any reasomn.
whatsoever.

6.5. All the articles, clauses and provisions of the openin:
entered into between BLOM BANK and/or its sister or

9 of account contracts or other contracts
will

Cust

and
2pply to the present contract to the extent that lhey do nol cantradict, refute or ore met
inconsistent with the articles and provisions of this contract.

oullined in

and e that BLOM
incidental. punitive, special or
arising from but not limited to:
nstructions givan via the eBlom

7. Limitation of Liability

7.1. The agrees and

“Annex 1: eBlom Portal

BANK shall in no event be liabls
or

S the agread

and
e for any direct, indirect,
oss i

eB8lom Poral C

login

by a fraudulent third-pa
(€) any delay or failure to send SN One-Ti (OTPs) or SMS-b.
andlor (where
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(4 losses, damages or costs arising as a result of any service agreements prescribed by
{lecommunicalions carriers and/or Internet service providers of ac n coocn of any machina,
system or i i or failure, default or fault of any
telecommunications carrier nd/or SMS service providers or
operators:

(€)damages far loss of profits, goodwill, use, data
connection with causes such as but not limited to-
{h any use. inability to use , interruption or disturbance in the vse of the eBlom Portal for any
reason whatsoever: or

s and/or Internet service praviders ai
or other intangible losses arising from or in

. Server or connection failure, error,
virus.

ion, delay in
ages or costs suffere:

. or o
(N Losses, dam. d due lo transmission errors, technical faults or defects,
breakdowns or illegal Intrusion or intervention in terminals, scre
ko

ens or other systems of the
10 the public.

8.Force Majeure
8.1. BLOM BANK and/or its sister or alfiliated
cuslomer for:
() delays or failure in . whether
(b) any losses, or h

es

from or due to any ci ar caus:
contral of BLOM BANK and/or ils sister or affiliated com

or liable to the

shall not be

or not: and/or
arising, whether foreseeable or not, resulling
which are not within the reasonable
panies.

9. Notice
ices

8.1. Any or all of the BLOM BANI's and/or its sister or serv
Joiiouah the eBlom Portal channel can be tarminated at any time. einer by the customer by
letter. or by BLOM BANK with immediste affect without prior noiieg. Notwithstanding such notice
of termination, BLOM BANK andlor its sister or affiliaied companies shall still be entilied on
fraralt of the Customer to settle with legally binding effect any ransaci commenced before
the termination aotice was received by BLOM BANK andfor it seee o affiliated companies.

Va8 Gale s

13. Case of 3 joint account / product co-ownership
0 whoisa al of an account or a co-

13.1. Under Ihe terms of this ent, a
owner of a product or service al BLOM BANK and/or at its sister or affiliated companies cannot
request eSlom Portal credenlials refated o that account, preduct or service unless he has
oblained a wrilten and explicit authorization to do s fram all the other =ccount co-holders or
product co-owners.

3.2, In cases where such an aulhorization has been granted by the account co-holders or

product co-owners, all the terms and conditions of this agreement 2pply on all the account co-

holders or praduct co-owners.

13.3. It Is hereby expressly agreed that the revocation of such a co-holder's or co-owners
by anyone of the h ar shoutd be done in writing and that

a ty
it will resuit in the

of the present 3
. The co-holders or co-owners bear solely, joinlly and severally and without division between
Haom any fisks resulling from the use of the oflom Portal credentiars Lomh the termination has
had time to be put into effect using normal procedtres. #

14. Service Fees
at the

14.1. The © will be by ically i i
gBlom Portal website about the sarvice fees and the way (o pay these fees. These Instructions
e considerad to be legally binding on the Customer and the faltes o duly as scon as
ihey are posied on the eBlom Portal Website. If he docs not wish 1o accept them he must cease
to use the service immediately.

15. Duration of this agreement
—=:-Curatlon of this agreement
45.1. The duration of this agreement is set (o one year Starting from the date of the signature of
this agreement by the Customer.

15.2. This is subject to
wrilten instruction stating the contrary has

to BLOM BANK.
ortal from the Customer, under this

ic renewal for one year at every new expiry untess a
been sent at least ane month priar to expiry by the

and ion of
i i on ly
are o

communicated information and certain services. se

be legally binding on the customer and the latter is duly nolified as S0on as they are posted on

the eBlom Portal Website, If he/she does not wish 1o accepl them, he/she must cease using tha
xt of these i

ices in The te:
is available at any time from BLOM BANK or al the eBlom Portal website.

11 the access to eBlom Portal
111 WWhen expressly requested ta do so, BLOM BANK shall suspend electronic access via the
eBlam Portal channel. Access can be suspanded at BLOM BANK's initiative or following a
frequest submitted by the customer himsslf.
11.2. BLOM BANK reserves the right to suspend the access, at any time, without prior notice, if
S at BLOM BANK's initialive cannot be restored until

15.3. Pending orders or instructions received via the eBlom P
e emaniprior to ils expiry, are execuled by the bank even if their Sxacics date is beyond the
expiry date of this i that the permit the of such
orders or instructions.

16. Case of Death or Incapacity
th or incapacily of the Customer or of the holder of a power of atiorney, the

16.1. In case of deal
deletion of the authority to sign and the invalidation of the eBlom Partal credentials cannot occur
until explicit written nolification is sent by the heirs or by the eligible person and duly notified to

the Bank.
16.2. Even when such expli

eligible person bear solely any risks resulting
this contract before its block or invalidation h:

cit written notification is communicated to the bank, the heirs or the
from the use of the eBlom Portal credentials under
as had time to be put into effect using normal

80 is judged appropriate. Suspended acces
ot apupated by the customer in writing and only if the conditions that fed (e the are

not applicable anymore.
- shall be

11.3. Suspended access by request from the at the
malurity date which is by the 5 that by this dale this agreement
remains valid.

32.Provisions governing power of attomey

12.1. Under the terms of this agreement, a holder of a power of attorney to be considered as the
authorized signatory on behalf of the needs to be itly in writing by the
Sistomer 1o use Ihe eBlam Portal channel in order for him (o by L 10 use this power of
altamey to access BLOM BANK's and/or its sister o affiiatey companies’ produ:

Via the eBlom Portal channel. This wrillen authorization ie gesom i be valid in each case until
itis explicitly revoked by the C: : any or 1o the

contrary.
12.2. All the terms and conditions of this agreement do apply on a holder of a power of attorney
i to the who granted him this power of attorney.

who uses this
12.3. Itis hereby expressly agread that the defetion of such a holders authority to sign daes not
faomatically invalidate (he eBlom Portal credentials. Nor doos ihe dasi i loss of the capacity
SLct of the custamer or the holder of a power of attorney automatically result in the written
authorizations being revoked or the eBlam Portal credentals being rendered invalid, On the
onirany. SXplicit weitten notification from the customer. the heie o i eligible persons is
required to block access in each case,

12.4. Wnen explicit written instructions 1o block access are
ooy risks resulling from the use of his eBlom Portal credentiore
be put into effect using normal procedures.

communicated, the Customer bears
before the block has had time to

24

37. Applicable Law

~£- Applicable Law

17.1. All dispules arising in connection with the present caniract shall be finally setited under the
Rules of Conciliation and Arbitration at the Beirut Chamber of Commerce and Industry by one or
more i in with the said Rules.

17.2. The conlracti
to abide by them.

9 parties declare accepting the provisions of the said Rules and undertake

ses lowards the arbitrators and any other persons
in its course and in the execution of the sentence
necessary for the defense of its interests, the
ng Secrecy Law, on the operations executed

17.3. The Customer, as much as needed, rai.
in charge of the arbitration or who intervenes
and within the limits that BLOM BANK considers
Bank secrecy, as defined in the Lebanese Bankii
within the scope of Ihis contract,

and as Law of the merits of the

17.4. The L Law is for the
litigation.

18. Successors
18.1. The present agreement binds the parties and their successors in an indivisible way.

18. Special Condition
19.1. All the terms of this “eBlom Portal Usage Cq 3
re

i the “General C:
contract and th a

to any annex to it signed by the Customer.
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Annex i
"eBlom Portal Enroliment and Authentication
Procedures”
to the "eBlom Portal Usage Conditions”

by supplying a usemame. a valid maibox, =
pPossession and three Security Questions &

i.Cresdtion of the eBlam Ponal Credantials
The custorner shall create his eBlom Porial Credentials
primary and secondans mobile pPhone that he has in his
Answers.
After positive verification of the customer's signature =gainst the bank's specimen, the custamer
shall re enrolied to the e8lom Fortal. After successiul enroliment 1o the eSlom Partal, the custamer
shall receiva a first-time Password on his mailbox and o One-Time-Passward (raferred thercoftor as
. I use the first ime password snd
rtal. Upon successful login, the
customer shiall bz required to change his password to a new value and sat his Password Reset
nswer (o be used whenewver the customer would nead o reset his password) in
order for his eBlom Porial credentials to be activated.

2. eRilom Portsl Authentication Methods

2.1. e8lom: Ponal Authentication Method
artel shall nesd (o aulthientcale themselves using a two-factor
combinzation of two different factors, inciuding thie customer's

All customers encdlling to the eBlom &
authentication method which uses =
user name and password wihich are the part of the credentials that a customer knows and an SMS-
based OTF which is thie ather part of the credentials that the customer would need (o refrieve from
his mobile phone that he has in his physical possassian.
The customer sholl receive = a regular basis & batch of SMS-based OTPs in ordar to be used for
subsequent logins after the first-time e8lom Paral Credantials activation.
The customer shall recsive an SMS notifi » Upon St 1 fogin to the eBfom Portal,
isk, the custam: caive OTPs via email im which
s ai
risk by using any

The custamer can aisa choosea ta remove the OTP securily feature on his own
mathod that shall be PUt 3t his disposal by BLOM SANIK including wrilten or e'ectronic instnictions or
srter and 1o login to the vBlom FPonal using his usemame and password only.

through the Call .

2.2. Bypass of the OT P secunity feature

The cistomar who
€ =and passwaord anly sh
ntication as the custo

or the si 2
Wi risk and shall not hold SLO

damage resulling from a fraudulent usage of his eBlom Portal Credentials. In asdctition, SLOM
BANK'S electranic records shall be the only evidence for the cuslomers applied authentication
method at any time.
Each person completing the authentication Process as described above is geemed by BLOM BANK
o De a nghtful user regardiess of whether the party in question is actusily an Authorized User.

¢ regarded as authorized (5 execute any instruction ccming via the eBlom

s on the basis of a posilive idenlily chieck.

&
BLOM BANMNK shall b

Poral provided that the system has granted scces

2.3. Change of the eBlom Partal Credentials
f his eBlom

through a security precedure in order to carry out the required change in the =aBlom
shall be aware that this call may be recorded and that this recording will

be kept in BLOM BANK's elactronic records.
= resull of & refusal oy the Call Center

constitute a proof of the op
liabie for =ny losses arising a3
tha Clause above.

2.4. Security Questions Znd Answers
Customer shall supply upon <nrollment three Security Questions and Answers (hat would be used to
verify the customer= identity whenewver the need arises. Customer shail choose security questions
that have an easy-to-remember answer but are personal enough (o remain private.
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Annex 2
"eBlom Portal Service Subscription: eBlom
Internet/Mobile Banking"
to the "eBlom Portal Usage Conditions"

This agreement is made and entered into by and between

BLOM Bank s.a.l.
Referred to hereafter as “The bank”, OR “BLOM Bank”

And

Mr. /Ms.

Service Name: eBlom Inteme¥/Mobile Banking

Client 1D :

eBlom Portal Username

referred to hereafter as “The Cusfoiner”

1.Positioning and Definition of eBlom Internet/Mobile Banking
1.1. eBiom InterneUMobile Banking i= meant to be an electronic channel through which BLOM BANK

delivers selecled products and services using the Intemet/Mobile. While BLOM BANK may, al its awn
et/Mobile Banking channel, to any

discretion, choose to provide accass, through the e8lam Intlern:
subset of the produclts and services that are svailable through other tradilional or electronic delivery
channels, BLOM BANK may also provide access, thraugh the e8lom Internet/Mobile Banking delivery
channel, 1o products and services that are not available through other channels. BLOM BANK
reserves lhe right lo expand or to reduce the range of products and services available through this
channet at any time without prior nalice. BLOM BANK reserves also the right lo pul certain limitations,
exclusions andfor constraints that may vary with time and/or according to customer credentials on the
services and products thal are provided through this channel.

2.Enroliment to eBlom Internet Banking
2.1. The customer shall enroll 1o the eBlom Portal in order to gain access lo the eBlom Intemet/Mobile

Banking service.

Conditions stated in the eBlom Portal Usage Conditions and all its related annexes shall conslitute an
integral part of the present document and these documents shall constitule the Enrollment Agreement
between BLOM BANK and the Customer.

After positive enroliment to the aBlom Portal, the customer shall have a set of credentials in order to
gain access lo the eBlom Internet/Mabile Banking service,

3. Informalion from eBlom Internet/Mobile Banking
3.1. BLOM BANIC doas not guarantes in any way the accuracy or completeness of information and
reporls obtained using eB8lom Internet/Mabile Banking delivery channel; in particular, information
regarding accounts, safeke

elc.), Is not legally binding

and must be considered provisional.

4. Prvacy
4.1. BLOM BANK is hereby explicitly authorized 1o process all information on the customer
systemalically for its own marketing requirements.

4.2. BLOM BANK is bound by Lebanese laws on banking secrecy and data protection.

and accepts the iact that BLOM BANK may delegale to some

4.3. The cust acknowledg

persons, external to the bank, the task of parforming some jobs related to the operations,
mainlenance or auditing of the eBlam InterneYMobile Banking channel, These persons are usually
bound by a non-disclosure agr 1, however they are not necessarily bound by the Lebanese

banking secrecy law.
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